University of North Dakota

LND UND Scholarly Commons
Theses and Dissertations Theses, Dissertations, and Senior Projects
January 2023

Performance Analysis Of Data-Driven Algorithms In Detecting
Intrusions On Smart Grid

Tala Talaei Khoei

How does access to this work benefit you? Let us know!

Follow this and additional works at: https://commons.und.edu/theses

Recommended Citation

Talaei Khoei, Tala, "Performance Analysis Of Data-Driven Algorithms In Detecting Intrusions On Smart
Grid" (2023). Theses and Dissertations. 5707.

https://commons.und.edu/theses/5707

This Dissertation is brought to you for free and open access by the Theses, Dissertations, and Senior Projects at
UND Scholarly Commons. It has been accepted for inclusion in Theses and Dissertations by an authorized
administrator of UND Scholarly Commons. For more information, please contact und.commons@library.und.edu.


https://commons.und.edu/
https://commons.und.edu/theses
https://commons.und.edu/etds
https://und.libwizard.com/f/commons-benefits?rft.title=https://commons.und.edu/theses/5707
https://commons.und.edu/theses?utm_source=commons.und.edu%2Ftheses%2F5707&utm_medium=PDF&utm_campaign=PDFCoverPages
https://commons.und.edu/theses/5707?utm_source=commons.und.edu%2Ftheses%2F5707&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:und.commons@library.und.edu

PERFORMANCE ANALYSIS OF DATA-DRIVEN

ALGORITHMS IN DETECTING INTRUSIONS ON

SMART GRID

by
Tala Talaei Khoei
A Dissertation

Submitted to the Graduate Faculty of the

University of North Dakota

In partial fulfillment of the requirements
for the degree of
Doctor of Philosophy

Grand Forks, North Dakota
December 2023



Copyright 2023 Tala Talaei Khoei



Name

Tala Talaei Khoei

Degree: Doctor of Philosophy

This document, submitted in partial fulfillment of the requirements for the degree from
the University of North Dakota, has been read by the Faculty Advisory Committee under whom

the work has been done and is hereby approved.

Decesigned by:

Naima Kaabouch

Decusignad oy

e ~(furwn. the

Fen-Chen Hu

Decudigned by
i A D
s
K“ETderini

DeceSigred 5y

Dr. Ertas. Bofurk

““EFtan ozturk

DacaSigees 3¢

Dr. Sabtar Darafduan

Dr. Sattar Dorafshan

This document is being submitted by the appointed advisory committee as having met all
the requirements of the School of Graduate Studies at the University of North Dakota and is

hereby approved.

{luns Ml,w.
Chris Nelson
Dean of the School of Graduate Studies

12/1/2023

Date



PERMISSION

Title Performance Analysis of Data-driven Algorithms in Detecting Intrusions on Smart Grid
Department Electrical Engineering
Degree Doctor of Philosophy

In presenting this dissertation in partial fulfillment of the requirements for a graduate degree from the University of
North Dakota, | agree that the library of this University can make it freely available for inspection. | further agree that
permission for extensive copying for scholarly purposes may be granted by the professor who supervised my dissertation
work or, in her absence, by the Chairperson of the department or the dean of the School of Graduate Studies. It is understood
that any copying or publication or other use of this dissertation or part thereof for financial gain shall not be allowed
without my written permission and that of my advisor. It is also understood that due recognition shall be given to me and
to my advisor in any scholarly use which may be made of any material in my dissertation.

Tala Talaei Khoei

12/05/2023



TABLE OF CONTENTS

LIST OF FIGURES ...ttt ettt bbbt h b2t e e b e S h e e e ka4 bt e a bt e a b e e he e eh £ e bt e a ke e st e e he e e he e ebeeebe e bt anbeenneneee e X
LIST OF TABLES ...ttt ettt bbbt e bt e h b e e b b e e bt she e S he e ebe e mb e e R bt ehs e eb e e eb e ekt e beebeeseesaeesbeesbeennas xii
ACKNOWLDGEMENTS ...ttt b e e e r et e e e e R e e R e R e Re e s et s s e e a b e e nR e e nre e n e e nneenreannenr e e Xiii
F = T I 2V G LTS PUP PP XV
Chapter 1 INTRODUGCTION ...ttt sttt ettt stesbe e e st e s e e seeteseesbesaeeteeseemeesbeabesbesbeabeabeeseeseensenbeseesbesseaneas 1
1.1 Motivation and Problem STALEMENT ............cii it 1
1.2 Dissertation GOal AN ODJECTIVES .......cuiuiiiiiieriee ettt bbbttt b et sb e bbb s et b st b 3
1.3 CONEFIDULIONS ...ttt btk b etk b b b e bt e e bt e bbbt b b e bt e b b e bt eb e b e bt b et e bt et b ene st 3
1.4 DisSErtation OFQANIZALION.........ecieiiteeeeitreste et este e e s eese e s e e ste e teeeeaseeassesse e teesteasteasaesseesseesteeseenseanseassenssesseenseensnassens 5
Chapter 2 OVERVIEW OF SMART GRID ....ociiiiiiiiiieie sttt ettt st st stestesneenseseesaestessessesneanens 7
2.1 SMAIT GIIO NEIWOTK ...ttt r e Rt r e Rt s e e R s e r e r e e r e nn e renn e eneanes 7
2.1.1 SMAIt Gridl ATCNITECTUIE ... .c.e ittt ettt r et et b st r e r et b nr et n e nr s 8
2.1.2 SIMAIT GFI FEATUIES ...tttk b bbb bbb bbb bbbttt b et eb e b b ne et 10
e I 1 L A €Ty To A o] o] [ To%: 11 o] 1 SO OPSOSRN 11
2.1.4 Cyber-Security Requirements in SMArt Grid ..........cccovieiiiie i sre e e ne s 13

2.2 Cyber-attaCks 0N SMAT GIIO.........oiiiiiiiiiee bbb bbbt b e bbbt et b e bbbt 15
2.2.1 Cyher-Attacks Targeting SENSO .........ccveiuieiieeieieeseeseeeeesteete st e steestaesbeeteaseesseesteesteesseanseasseassesssesseesseessennens 15

2.2. 1.1 INTFUSTON ATTACKS. ... vttt b bbbt bt b s bt b e nr et eb b e eb e n e ebenn e ebeanes 15

2.2.1.2 SPOOTING AACKS ....veieitiieeiiite ettt ettt sttt b skt s btk n b e st ekt s b e st et e s b e s e ebeneeseebeanes 16

2.2.01.3 INJECTHION ATEACKS ...ttt ettt bbb e bbbt e bt e bt e Rt et et e sbeeb e e bt e bt ebeeme e b e neenbeseeebeene e 16

2.2.1.4 Denial OF SEIVICE ATEACKS ........c.virireeieitiiree ittt b et b e nr et b e ar et an e eneanes 16

2.2.1.5 Time SYNChroNiZatioN ALLACKS ........cviiiiiiiirieiie ettt sttt et et sae e ebe e 16



2.2.1.6 JAMMING ATACKS ... vttt ettt b bbbt b e bbbt b e s bt b b e bt nn e erennes 17

2.2.2 Cyber-Attacks Targeting COMPULET .......cc.eieieieieeteiee e e steste e e e e st e estestesre e s e eessestestestesseenseseeseeseesnessenseans 18
2.2.2.1 Brute-FOrCE ATACKS. ... .eeiieiteiiiie ettt b et 19
2.2.2.2 Social ENGINEEITNG ATACKS. ... c.vitiiiiiiitiiieiit ettt b et b et benn e ebe e 19
2.2.2.3 VIrUSES/MEIWAIE ATACKS. .....cveiiveiiiireicist ettt bt 20
W T £ I 0 LA I AN 1 v Lot PR 20
2.2.2.5 Popping HUMaN INerface AACKS ........cociiiiiieic et 21

2.2.3 Cyber-Attacks Targeting Network Channel...........cccoiviii i 21
2.2.3.1 Man-in-the-Middle ATACKS .........ooeiiirreiiireiee e 22
2.2.3.2 EQVESArOPPING ATACKS ..ottt bbb ettt er e 22
2.2.3.3 PUPPEL ATACKS ... et ite ettt stt ettt s et e e et e e st e st e be e be e s te e s eesseesaeesteesbeenteenteeneenre e teereereenreas 24
2.2.3.8 SINUIT ATEACKS ...ttt b e b bbb e b e e bt b e s b s e e bt e bt eb e s b et bt s b e s b ek e nr e e et nb e ebeanes 24
2.2.3.5 MaSUETAING ALTACKS .....cueiveieiiitiieeie ittt ettt b et b e bbbttt b ettt s bttt sb et e 25
2.2.3.6 Smart Meter TampPering ALLACKS ......c.ecviiieiie e sre e ae et e e s te e beesteeseeene s 26
2.2.3.7 Traffic ANAIYSIS ALLACKS .....c.eviiiitiieeitite ettt bbbttt bbbttt b ettt sbe et e 26

2.3 SCENArioS OF INEFUSTON ATTACKS ......e.viiiitiiciiite ettt et b e bbbt b e bbbt et b et bbbt 28
2.4 Literature Review of Detection Techniques on Smart Grid.............cooviiiiiiiiiiiiii e 29
Chapter 3 DETECTION METHODOLOGIES. ........cciiiiiiie ettt et sn bbb 30
3.1 Attack Detection Procedure Using Machine and Deep LEArNiNG .........cceverereiiiieeieiie et 30
3.2 INtruSioN ALLACK DELECLION ......eviitiieiiite ettt ettt ettt sttt sttt e bt b et b e bbbttt et b e ene et 33

B2 L DILASEL ...ttt R Rt nn e 34

3.2.2 DAta PrE-PrOCESSING ... eeueetete it eteeieetietee et te bt bttt ese et e be s bt ebe e bt eae e s e e ae e beebeebeebeeh b e se e s e ke sbeebeebeembere e b e beseeabeane e 35
3.2.2.1 DALA CIEANING ...ttt et b et b et b bkt s bt b e s b st e bt s b et ekt s e e st ekt s b e st ekt s e et nre e ere e 36

Vi



3.2.2.2 Data TranSTOrMIATION ... ..ceiiceeiie ittt ettt ettt e ettt e e ettt e e s bt e e e s st aeessebbteesesbesessabaeessssbansssabesesssbbenesssrbneesns 41

3.2.2.3 Handling CategoriCal DAta ..........cccuvviieiiiieieiiesese s et st ettt e e et e e sae st e steeraeseeneesaeseesresneereeneens 41
3.2.2.4 Class Rebalancing and Sample Size REAUCLION..........c.coveieiiiiii i 42
3.2.2.5 FRAUIE ENQINEEIING . .....eveiiitiieeieet ittt b et b et b bbb bbb e eb e b ekt e b e b ekt e bttt nb e ebennes 42
3.2.2.6 Pearson’s Correlation COCTIICIENT. .......cviiiiiiiiee i 43
3.2.2.7 Tree FEAUIE IMPOITANCE ... eitii ittt ittt sttt s e st e e st b e e s bt e e s bt e e sab e e e s beesnbe e s sbeesnbeeanes 43
3.3 MAChing and DEEP LEAIMING ....cueivieeiiiteiieieite ettt ettt sttt sttt e ettt e bt bbbt b e bbb b e btk s b e st s b e b e st et et et sbe b ere et 40
3.3.1 Supervised Learning MOUEIS .........ocieiieiieese e e ettt te e s este e ste e s teenaeenbeeneesraestaesteerennneas 40
3.3.1.1 Traditional Maching IMOGEIS............ccviiiiiiiecc e 41
3.3.1.1.1 SUPPOIt VECION IMACKINE ..o.viuiiiiiiet it bbbt bbbt bt e 41
3.3.1.1.2 DICISION TTEE ...ttt ettt Rt Rt Rt R et r et nr e n et nn e 41
3.3.1.1.3 LOGISTIC REGIESSION ...c.vivititietetistee stttk bbbttt bbbt bbbt b et eb e 42
3.3.1.1.4 K-Nearest NEIGNDOT ........coiiiii bbb 43
3.3 L. 1.5 NAIVE BAYES ..eiiieieiiieiiiieitie ettt ettt et b et et e et e e bt e b e e b e e e bt R e et et e e e e ae e ees 43
3.3.1.2 Ensemble Maching MOGEIS...........coiiiiiiiiiiir bbb bbb 43
KT T 0 =¥ To o 1 oo OO R U RR PRSP 48
3.3.1.2.1.1 RANUOM FOESE....cviiiiiitiieeiietesr ettt sttt b et nr et eb e ar et an e eb e e enennes 49
3L3.L.2.2 BOOSHING ..tttk bbbkt b bbbk bbbt 49
3.3.1.2.2.1 Gradient BOOSEING .....c.veververeiterieieiterietiete sttt sttt sttt sttt sa et e et bt se et st eebe b e ebe e 50
3.3.1.2.2.2 CategoriCal BOOSHING.......ciuiieitiriieiieieeieie ettt et sb ettt sbe bbb b enes 50
3.3.1.2.2.3 Light Gradient BOOSING .....cceiveeiirieriitiiieisie sttt sttt sttt st se et sne e ene e 51
3.3.1.2.2.4 AdapPLiVE BOOSEING .. .cvviviieiiitiiicicie ettt ettt ettt ene e 51

TR N B - Tod ([ 1 [OOSR USRS 52

vii



3.3.1.3 DIEEP LBAMING ...eveveieiteiteieete ettt sttt sttt eb et b bbb bbb st b e b s e e bt s bbbt e bbb e bbbt bt b e b e b nn e ereanes 53

3.3.1.3.1 Artificial NEUral NEIWOIK ........ccoiiiiiriieiiiiecse s 53
3.3.1.3.1.1 Deep | NEUral NEIWOIK ......ccuiiiiiieceieiecicse ettt sttt neenaenes 54

3.3.1.3.2 Convolutional Neural NETWOTK ...........coiiiiiiiiiiee e 50
3.3.1.3.2.1 AIEX NEUFAl NEIWOIK .......ciiveiiiietirireieeste et 50
3.3.1.3.2.2 Densely Connected Neural NEtWOIK..........cccviiiiiiecie e 51
3.3.1.3.2.3 Residual NeUral NEIWOTK ..........coviiiiiiiiiiiiesies ettt 52
3.3.1.3.2.4 Capsule NEUral NEIWOIK ........c.cciuiiieiie ittt ste et e e e s e steesteesreesreenens 60

3.3.2. Unsupervised Learning MOEIS ..........coveiieiiii ettt ae e e e snaestaeste e reenneas 62
3.3. 2.1 TraditioNaAl IMOTEIS ..ottt ettt b ettt e et sb e ere e 62
332 L1 KAIMBANS ..ttt e 63
3.3.2.1.2 Principal ComMpPONENt ANAIYSIS .....c..ciitiiiiriiieiisieieese bbb bbbt se 63

3.3.2.2 Neural NetWOrK IMOTEIS .......oooiiiieii bbbttt bbb et bt 64
3.3.2.2.1 Variational AUtO-ENCOTEr MOTEIS ..........cviiiiiiiiicii e 64

3.4 REINTOICEMENT LEAMING . ..c.eiteietiiteieeterte ettt sttt sttt b ettt b bbbt b e bt et e e bbbt b e e bt e b b e bbb e bt nb et e b sbe b ene et 60
3.4.1 DEEP Q-LEAMING ..etitetiitirteieetit ettt bbbtk bbb s b b skt b R bbb bR bbbt b et 62
3.4.2 CaPSUIE Q-NEIWOTK ....oeveeieiie ettt ettt e e te et e et e s te e s be e beesteeseessaesteesbeeseeneeenseansesseenteesteetenneens 63
3.5 ONLINE LBAIMING ...ttt bt b et b bbb e e bt e b b e bt e b b e b e b b e bt e b b e bt e bt e bt et et e bttt en et 69
3.5.1 SEQUENTIAI LEAMMIING ...vevvitieetietiiteiei sttt bbbtk bbbtk b st b bbb et b et et eb et e ne st 70
3.5.2 Online Sequential Capsule NEIWOTK ............coiiiiiieiei bbbttt b b 71
Chapter 4 RESULTS AND DISCUSSIONS........oiot ittt e ettt ste e see e saesaestesseasaasaessessessessessessasnens 72
4.1 Performance ANAIYSIS IMBLIICS .......o.iiiiiiiiiiieie ettt bbbt b ettt e bt ebe s b e et nbe e ebe e 72
4.2 Intrusion Attack DeteCtiON ANAIYSIS ......ceiiiiiiiiitiieee ettt bbbttt b e bbbt e b e et e sbesbesbesreebeenes 73

viii



4.2.1 Results of Detecting Intrusion Attacks 0N SMart Grid..........ccoccoiieriiiiineiieeee e 73

4.2.1.1 Analysis of OptimizZed PArameLErS .........cceiuiiieieieiisieeeeiee e se st e e a s e e e e st st e sre st e s re e e e e essestesresresneeneas 73
4.2.1.2 Results of Feature Selection in Detecting INtrusion ALtaCKS .........ccccvcviieerierereseseseseesee e see e 74
4.2.1.3 Results of Ensemble Models in Detecting INtrusion ALACKS ..........cccvireiriniiniieiseseee e 75
4.2.1.3.1 Results of Ensemble Learning Models in Detecting Reflection Intrusion Attacks ..........ccccoevvvennne. 77
4.2.1.3.2 Results of Ensemble Learning Models in Detecting Exploitation Intrusion Attacks ...........c.cccevevene. 80

4.2.1.3.3 Results of Improved Boosting Learning Models in Detecting reflection and exploitation and all

INEFUSTON ATEACKS ...ttt e b et b et b e bbb bbb bbb bbbt b e bt et et b ne et 81
4.2.1.4 Results of Neural Models in Detecting INtrusion AttacCKS ..........ccccovveiiiii i 84
4.2.1.4.1 Results of Residual Neural Network in Detecting INtrusion Attacks ...........cccooevereneiineneineneennen, 85
4.2.1.4.2 Results of Densely Connected Neural Network in Detecting Intrusion Attacks ..........c.ccoceevveneennen. 86

4.2.1.5 Results of Comparison between Supervised and Unsupervised ML and DL models in Detecting

IETUSTONS ...ttt bbbt b e s bbb bbbt b £ H bbbt e b bt Rt bt bRt b bbb et 90
4.2.1.6 Results of Reinforcement Learning-based Model in Detecting Intrusion Attacks ...........cccooeveviiereinenn 95
4.2.1.7 Results of Online Deep Learning Model in Detecting Intrusion Attacks ..........cccccccvevvevviiie e, 99
Chapter 5 CONCLUSTON ..ottt ettt b bbbt b e b st bt s b e st ekt e b e st ebesb e s e e b e s b es e ebenb e st ebesbe e ebe e 106
2T 1= I @11 N o I TR PRURTR 108



LIST OF FIGURES

Figure 2.1 OVErVIEW OF SMEIT GIE. ..ottt b ettt bbbttt b bbb n e 8
Figure 2.2 Main Sub-Networks in the Smart Grid ArChitECIUIE. .........ccoiiriiiiiieire e 9
Figure 2.3 Critical Applications iN SMAI Grill. ........ccuiiiiiiiiii e b e b ebe e 13
Figure 2.4 Classification of Cyber-attacks 0N SMart Grid. .........cccocviiiiiiiieiiieie e 14
Figure 3.1 Supervised Learning WOrking FIOW. .........ccciiiiiiiiiceic sttt sne e 34
Figure 3.2 Unsupervised Learning WOrKING FIOW. ........ccvoiiiic ettt nne e 35
Figure 3.3 An Overview of Reinforcement Learning WOrking FIOW. ...........cccooiiiiiiiiiiiene e 36
Figure 3.4 Attack Distribution in CICDDOS 2019. .......cceiiiriiiiierieisie sttt st sr et b b sr e ebesre e ene e 38
Figure 3.5 Overview of Data Pre-ProCeSSING STEPS. ......ciiiiirieiiiieisie sttt sttt et sb e sr e sbesr e ene e 38
Figure 3.6 Examples of Different Categories of Feature Selection TEChNIQUES. ........ccvvveieeiieiiiie e 43
Figure 3.7 ArchiteCture OF DININ. .. ..ouii it e e et eea e st e s te e te e be e s teaseesreesteesreeeeeneeanseaneenneenes 50
Figure 3.8 ArChiteCTUIE OF CNIN. ...ttt b bbbt b e bt b e bt e ke s b et et sb et ebe b e e ebe e 52
Figure 3.9 ArchiteCture OF AIBXINEL. ......oviiiiii bbb bbbttt bttt sbe e b e 52
Figure 3.10 ArchiteCture OF DENSEINEL. ........c.iiiiiiiiieiie ettt eb bbbttt b ettt sbe et sbe e ebe e 54
Figure 3.11 ArchiteCture OF RESINEL. .......eeiiiie ettt e st et e be e te e st e s sa e s reesreesaeesbeebeenseaneeasee e 60
Figure 3.12 ArchiteCture Of CaPSNEL. ......ccui i e ettt e e e be et essa e s e e s reesaeesbeebeenseeneeasee e 62
Figure 3.13 Architecture of Variational AULO-ENCOUET. .........ccuiiiiiiiiiiiieeeeee et 61
Figure 3.14 General ArchiteCture 0F DQIN. ......coiiiiiiiiieiie ettt ettt b e se et bt sbe e ebe b e ere e 63
Figure 3.15 Architecture of Capsule Q-NEIWOTK. ........coiiiiiiiiiieee ettt et sbe e ene e 64
Figure 3.16 Necessary Steps of the CapsNet Q-learning MOl ..o e 69
Figure 3.17 Overview of the Proposed Online Detection ArChiteCtUIE...........vuinininii e 68



Figure 3.18 Overview of BatCh-Dased CapSINEL. .........coiiiiiiiiirce bbb ebe e 73

Figure 3.19 Overview of CapsNet using Sequential Euclidean Distance Routing Algorithm...........ccccvvveviieviicceeneen, 71
Figure 3.20 Schematic Overview of Capsulation BIOCK. .......c.cc.ciiiiiiiiiiiiiecie e 71
Figure 4.1 Pearson’s Correlation Coefficient HEatmap. .........ccoceiieiiiiiiiiiesieseesees e 82
Figure 4.2 Importance of the features based on the Extra Tree Classifier. ... 83
Figure 4.3 Accuracy of the Selected MOUEIS. ..ot 82
Figure 4.4 Detection Rate 0f the Selected MOEIS..........ccveiiiiic et ere e 82
Figure 4.5 Misdetection Rate 0f the Selected MOUEIS. .......c.ooiiiiiiiii i ere e 83
Figure 4.6 False Alarm Rate Of SeleCted IMOEIS. .........occvviiiiiii et ene e 84
Figure 4.7 Evaluation results in terms of accuracy, detection rate, misdetection rate, and false alarm rate. ...................... 84
Figure 4.8 Results of attacks in terms of accuracy, detection rate, misdetection rate, and false alarm rate........................ 86
Figure 4.9 Results of the Attacks for the DenseNet Models in terms of Highlighted Metrics. ........ccocveiiiniiiininnnnn, 91

Figure 4.10 Performance evaluation of the ML models in terms of accuracy, detection rate, misdetection rate, and false

o T A G (O] I D v WU 93

Figure 4.11 Performance evaluation of cyber-attacks based on best ML models in terms of processing time, prediction

time, training time per sample, and MEMOIY SIZE. ......c.oiiiiiie bbbttt eb s 95

Figure 4.12 Confusion Matrices of the Models with Respect to the discount factor. ............cccoevevreiiiineinieceecn, 97

Figure 4.13 Results of the Proposed Models in in terms of Accuracy, Detection Rate, Misdetection Rate, and False

Alarm Rate. based on the Discount Factors 0f 0.001 and 0.9. .......c.uiiiiiiiiiiiiie e e s s e 98

Figure 4.14 Results of Highlighted models in terms of accuracy and detection rate, misdetection rate, and false alarm

LT T T T USSR OUTUPROPURRPROTN 101
Figure 4.15 Confusion Matrices of 2-Class CapsSNet MOGEIS. ..........cooiiriiiiiiiienee e 101
Figure 4.16 Results of Highlighted Models in terms of Accuracy and Kappa with respect to the Sample Sizes. ............ 109

Xi


file:///D:/FDM%20Downloads/TalaTalaeiKhoei-Dissertation_October30-2023.docx%23_Toc150950352

LIST OF TABLES

Table 2.1 Summary of Cyber-Attacks Targeting SMart Grid. ..o 27
TaBIE 3.1 LESE OF ATIACKS. ....ecieitieieit bbbt b b bbbt bbbt b bbbttt b 38
Table 3.2 Short Descriptions of the Used Features in CICDDOS 2019. ......ccoiiiiiiiiiiiiieee e 40
Table 4.1 List Of PArameters in MOTEIS. .......c.oiiiiiiii bbbt bbbttt e 80
Table 4.2 Evaluation Results for Reflection-based AACKS.............cciiiiii 84
Table 4.3 Evaluation Results for EXploitation-based AACKS. .......cccviiiiieiiesec st 85
Table 4.4 Models' performance for Attacks in Terms of the considered Metrics (Best performances are in bold)............ 92

Table 4.5 The ML models' performance in Terms of Processing Time, Prediction Time, Training Time per Sample, and

Memory Size for Test Data(Best performances are in Dold). ... 93
Table 4.6 Peformance of the ML Models In Terms Of PRT, PT, TPS, and M for Test data. .........ccccceeveiereneiennninnnenns 97
Table 4.7 Comparison of Different Timing Metrics with Respect to the Discount Factor of 0.001 and 0.9. ................... 100

Table 4.8 Test Results of the Highlighted Models in terms of Training Time Per sample, Prediction Time, and Memory

ST =TT 102

Xii



ACKNOWLDGEMENTS

First of all, my deepest appreciation goes to my academic advisor, Dr. Naima Kaabouch, who had a crucial role in
helping me complete my Ph.D. Her continued support and guidance always provided me with invaluable insights and
strengthened my abilities. This work would never have been possible without her extensive direction and professional
feedback. | would also like to express my gratitude to all the committee members, Dr. Hu, Dr. Ozturk, Dr. Elderini, and

Dr. Dorafshan for their time and feedback.

I would especially like to thank my family, especially my brothers and my husband, for their continuous support and
encouragement throughout my entire course of study. | would never have been successful without them creating confidence

in me and encouraging me to pursue my dreams.

xiii



This dissertation is dedicated to my parents, Roghayeh and Masoud.

For their endless love, support, and encouragement

Xiv



ABSTRACT

The traditional power grid is no longer a practical solution for power delivery due to several shortcomings, including
chronic blackouts, energy storage issues, high cost of assets, and high carbon emissions. Therefore, there is a serious need
for better, cheaper, and cleaner power grid technology that addresses the limitations of traditional power grids. A smart
grid is a holistic solution to these issues that consists of a variety of operations and energy measures. This technology can
deliver energy to end-users through a two-way flow of communication. It is expected to generate reliable, efficient, and
clean power by integrating multiple technologies. It promises reliability, improved functionality, and economical means
of power transmission and distribution. This technology also decreases greenhouse emissions by transferring clean,

affordable, and efficient energy to users.

Smart grid provides several benefits, such as increasing grid resilience, self-healing, and improving system
performance. Despite these benefits, this network has been the target of a number of cyber-attacks that violate the
availability, integrity, confidentiality, and accountability of the network. For instance, in 2021, a cyber-attack targeted a
U.S. power system that shut down the power grid, leaving approximately 100,000 people without power. Another threat
on U.S. Smart Grids happened in March 2018 which targeted multiple nuclear power plants and water equipment. These
instances represent the obvious reasons why a high level of security approaches is needed in Smart Grids to detect and

mitigate sophisticated cyber-attacks.

For this purpose, the US National Electric Sector Cybersecurity Organization and the Department of Energy have
joined their efforts with other federal agencies, including the Cybersecurity for Energy Delivery Systems and the Federal
Energy Regulatory Commission, to investigate the security risks of smart grid networks. Their investigation shows that
smart grid requires reliable solutions to defend and prevent cyber-attacks and vulnerability issues. This investigation also
shows that with the emerging technologies, including 5G and 6G, smart grid may become more vulnerable to multistage
cyber-attacks. A number of studies have been done to identify, detect, and investigate the vulnerabilities of smart grid
networks. However, the existing techniques have fundamental limitations, such as low detection rates, high rates of false
positives, high rates of misdetection, data poisoning, data quality and processing, lack of scalability, and issues regarding
handling huge volumes of data. Therefore, these techniques cannot ensure safe, efficient, and dependable communication

for smart grid networks.
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Therefore, the goal of this dissertation is to investigate the efficiency of machine learning in detecting cyber-attacks on
smart grids. The proposed methods are based on supervised, unsupervised machine and deep learning, reinforcement
learning, and online learning models. These models have to be trained, tested, and validated, using a reliable dataset. In
this dissertation, CICDDoS 2019 was used to train, test, and validate the efficiency of the proposed models. The results
show that, for supervised machine learning models, the ensemble models outperform other traditional models. Among the
deep learning models, densely neural network family provides satisfactory results for detecting and classifying intrusions
on smart grid. Among unsupervised models, variational auto-encoder, provides the highest performance compared to the
other unsupervised models. In reinforcement learning, the proposed Capsule Q-learning provides higher detection and
lower misdetection rates, compared to the other model in literature. In online learning, the Online Sequential Euclidean
Distance Routing Capsule Network model provides significantly better results in detecting intrusion attacks on smart grid,

compared to the other deep online models.
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Chapter 1
INTRODUCTION

1.1 Motivation and Problem Statement

The development of the smart grid has introduced significant advancements in the management and distribution of
electrical power. This modernized electrical grid utilizes advanced technologies to enhance efficiency, reliability, and
sustainability. However, along with its numerous benefits, smart grid also presents notable security challenges that require
careful consideration and robust solutions. As the smart grid incorporates digital communication and intelligent devices,
it becomes susceptible to cyber threats and vulnerabilities.

The interconnected nature of the grid, with its various components communicating and exchanging data, opens
potential entry points for malicious actors. Cyber-attacks on the smart grid could lead to disruptions in power supply,
unauthorized access to sensitive information, and even potential safety hazards. Ensuring the security of the smart grid
involves addressing several key areas, such as data privacy, authentication and access control, encryption, anomaly
detection, incident response plans, collaboration and standards, and continuous monitoring and updates. In the following,
short descriptions of these security measures are provided.

e Data Privacy: Smart grid collects and analyzes vast amounts of data to optimize energy distribution. Protecting
the privacy of this data, including personal and usage information, is crucial to maintain public trust and comply
with regulations.

e Authentication and Access Control: Implementing strong authentication mechanisms and access controls helps
prevent unauthorized individuals from gaining control over grid components. This includes securing
communication channels and ensuring only authorized personnel can access critical systems.

e Encryption: The use of encryption safeguards data transmission and storage, making it challenging for attackers
to intercept and exploit sensitive information.

e Anomaly Detection: Employing sophisticated anomaly detection systems allows for the early identification of

unusual or suspicious activities within the grid. This enables rapid response and mitigation efforts.



e Incident Response Plans: Developing comprehensive incident response plans ensures a coordinated approach in
the event of a security breach. Timely identification, containment, and recovery are vital components of such
plans.

e Collaboration and Standards: Establishing industry-wide security standards and fostering collaboration among
stakeholders, including utilities, technology providers, and regulatory bodies, can lead to a more secure and
resilient smart grid ecosystem.

¢ Continuous Monitoring and Updates: Regularly monitoring the grid’s components and systems for vulnerabilities
and applying timely updates and patches is essential to address emerging security threats.

The smart grid’s security challenges require a multidisciplinary approach, combining expertise in electrical engineering,
computer science, cybersecurity, and policymaking. As the smart grid continues to evolve and play a pivotal role in modern
energy infrastructure, a proactive and adaptive security strategy is paramount to ensure its reliable and secure operation.
In general, the integration of advanced technologies and digital communication within the smart grid brings about
numerous benefits, such as enhanced efficiency and better energy management. However, this digital transformation also

introduces a heightened risk of cyber threats and attacks.

To safeguard the integrity, reliability, and security of the smart grid, the implementation of Intrusion Detection Systems
(IDS) is of paramount importance. An IDS continuously monitors smart grid’s network and systems for any suspicious or
unauthorized activities. By analyzing network traffic, system logs, and behavior patterns, an IDS can promptly identify
potential threats, including malware, unauthorized access attempts, and anomalous activities. In case of a security breach
or cyber-attack, an IDS provides real-time alerts to grid operators and security personnel. This enables a swift and
coordinated response to mitigate the impact of the attack, prevent further damage, and restore normal operations. In
addition, smart grid encompasses critical infrastructure that, if compromised, could have severe consequences for energy
distribution, public safety, and national security. An IDS helps protect key components, such as power generation,

transmission, and distribution systems, from malicious intrusions that could disrupt services or cause widespread outages.

An IDS plays a crucial role in maintaining the integrity of data exchanged within the smart grid. By detecting
unauthorized modifications or alterations of data, an IDS ensures the accuracy and reliability of information used for

decision-making and energy optimization. Many regions have established regulations and standards for securing critical



infrastructure, including smart grid. Implementing an IDS not only helps utilities comply with these regulations but also

demonstrates a commitment to cyber-security and public safety.

An IDS provides grid operators with a comprehensive view of network activities and potential threats. This enhanced
visibility enables better situational awareness and informed decision-making, allowing operators to proactively address
vulnerabilities and emerging risks. It also can learn and adapt to evolving cyber-threats. As attackers develop new
techniques and tactics, an IDS can be updated to detect emerging intrusion patterns, ensuring a more robust defense against
ever-changing cyber-security challenges. At the end, the presence of a well-implemented IDS can act as a deterrent to
potential attackers. The knowledge that their activities will be promptly detected and responded to may discourage

malicious actors from targeting the smart grid.

For this purpose, numerous approaches have been suggested to detect cyber-vulnerabilities targeting an IDS on smart
grid. These techniques can be classified into localization, Artificial Intelligence, prediction models, filtering, and intrusion
detection systems. These techniques primarily can detect and classify the cyber-attacks targeting an IDS on smart grid.
Despite several studies having been conducted in this field, the current studies still deal with some limitations, such as low
detection rate, high misdetection rate, and high dependency to other sensors or hardware. These limitations lead to
inefficient techniques for smart grid cyber-attack detection. Additionally, these current techniques do not provide a secure,

reliable, and optimal approach to detect cyber-attacks on smart grid.

1.2 Dissertation Goal and Objectives
Considering security challenges and limitations of the existing techniques, the goal of this dissertation is to develop
reliable, secure, and independent techniques to detect cyber-attacks that target Intrusion Detection system on smart grid.

To achieve this goal, the following objectives are set and met:

e Identify cyber-vulnerabilities and threats of smart grid.

e Compare the efficiency of supervised and unsupervised machine learning models in detecting intrusion attacks.

e Develop a new reinforcement learning model for detecting intrusion attacks and compare its performance with
the existing models.

o Develop an online learning model and compare its performance with the existing models.



1.3 Contributions

The contributions of this dissertation are described as follows:

e Comprehensive analysis of cyber-attacks on Smart Grid and their proposed solutions

Among the works done on the smart grid in the literature, less effort has been put on the analysis of intrusion detection
systems and their vulnerabilities they deal on smart grid. Therefore, in this dissertation, cyber-attacks targeting intrusion
detection systems, namely intrusions are comprehensively investigated along with discussions of their risk analysis.
Additionally, a taxonomy of smart grid attacks is elaborated and discussed. This comprehensive analysis helps develop
more efficient and reliable security solutions to intrusions. Moreover, various detection techniques are summarized in

depth.

o Analysis of supervised and unsupervised machine learning and deep learning techniques in detecting and

classifying intrusions on smart grid

In this dissertation, supervised and unsupervised machine learning and deep learning techniques are used to detect and
classify intrusions on smart grid. Various conventional and ensemble supervised and unsupervised machine learning and
deep learning techniques, such as support vector machine, decision tree, random forest, stacking, bagging, boosting,
densely connected neural network, and residual neural network, Principal Component Analysis, K-means, and Variational
Autoencoder are developed, analyzed, and compared. Every developed model consists of a set of parameters and
hyperparameters, whose selection controls the overfitting/underfitting issues over the training data and provides the
optimal results. As a result, these parameters have strong impacts on the efficiency, detection, and classification process.

e Proposing a Reinforcement learning techniques for detecting intrusions on smart grid

In this dissertation, Reinforcement learning techniques are used as an optimal solution for dealing with security issues
in smart grid. Due to the complexities and uncertainty of the smart grid along with the high volume of data transfer, some
artificial intelligence techniques cannot ensure optimal results in dealing with security issues in smart grid. For example,
supervised learning techniques need a huge volume of data to provide accurate results. In addition, supervised and
unsupervised learning techniques cannot handle a sequence of actions simultaneously, which may increase the cost of
training and further processes. Moreover, the lack of adaptability of such techniques may increase the need for retraining
processes. To address such challenges, a new type of model has been proposed, reinforcement learning, which decreases

the cost of computational power. This type of learning is defined as the training of machine learning models to make a



sequence of decisions. In this learning, the agent learns to achieve a goal in an uncertain and complicated environment.
Such learning is an integral part of the deep learning models that can maximize some portion of the cumulative reward. It
can also help attain a complex objective or optimize a specific dimension over several steps.

To address this contribution, a Reinforcement learning technique, deep Q-network, was developed to minimize the
detection delay, misdetection rates, and false alarm rates. One technical issue that faces such a proposed technique was the
selection of appropriate parameters in the training process. It is important to note that the network’s parameters were not
trained; however, they were periodically synchronized with those of the main Q-networks. The use of such a strategy can
increase the stability of the training; however, selecting ineffective parameters could result in inaccurate results.
Additionally, the development of such a model required various design requirements, including the model’s statistics and
agent behavior. These challenges were empirically validated based on several metrics, such as accuracy, detection rate,
probability of misdetection, probability of false alarm, training time, testing time, time complexity, and memory usage.
The proposed deep Q network was also tested in a constructed environment, demonstrating that the proposed technique

can detect intrusions.

e Developing an online-based technique for classifying and detecting intrusions on smart grid

In this dissertation, an online deep learning technique is used to effectively classify, detect, and mitigate different cyber-
vulnerabilities. Despite the extensive research in literature, deep online learning has not been fully addressed by existing
studies which will require further investigation by scholars in the future. In addition, while online deep learning has several
benefits over batch deep learning, including scalability and efficiency, there are still limited studies that focus on issues
related to high volume and high velocity data for online learning in large-scale environments. In addition to some
preliminary research, there are still many unaddressed challenges, such as computational efficiency, learning scalability,

and model complexity that need to be addressed.

To address deep online learning, a known family of deep learning models, convolutional neural network (CNN) models,
were used. These models are widely used in literature for detecting attacks on smart grid. Despite their advantages, CNN-
based techniques have some limitations. These techniques can replicate the same knowledge at all points in the spatial
dimension of an input dataset compared with other neural network models. Hence, the features at one spatial location using
translated replicas of feature detectors are available at other locations. CNN has local shared. The performance of this

CNN-based model was compared with those of other deep learning models.



1.4 Dissertation Organization

This dissertation is organized as follows:

Chapter 2 provides an overview of the smart grid, architecture, applications, cyber-attacks, and intrusion detection
systems. This chapter explains the cyber-attacks targeting smart grid, and provides the aim, objective, and a risk analysis
of these attacks. A comprehensive review of the existing literature about the detection techniques is discussed in this

chapter. Also, intrusion detection systems and detailed description of the intrusion attacks are provided in this chapter.

Chapter 3 indicates the cyber-attacks detection techniques targeting smart grid. This chapter explains the cyber-attack
detection models that were developed to detect and classify attacks on smart grid. In addition, description of the training
dataset is highlighted in this chapter. At the end, this chapter provides the descriptions of the machine learning, deep

learning, and reinforcement techniques, while it discusses a proposed technique on online deep learning.

Chapter 4 outlines and analyzes the results of the proposed techniques on intrusion attacks targeting smart grid. An in-
depth analysis and a comparison of different algorithms are provided in this chapter. Also, this chapter discusses the
impacts of algorithms’ hyperparameters on each algorithm’s detection performance. Chapter 5 finally summarizes this

dissertation and provides future works and open research directions.



Chapter 2
OVERVIEW OF SMART GRID

In this chapter, overviews of smart grid network, intrusion detection systems, and cyber-attacks targeting intrusion
detection systems are provided. Additionally, a brief description of these attacks, aims, impacts, and their security

requirements are discussed.

2.1 Smart Grid Network

The power system, since its inception over a century ago, has transformed into one of the most intricate networks in
human history. With rising demand, today’s electrical grids have evolved into vast interconnected systems, managed by
various power corporations. However, the complex interactions among these entities often lead to inefficient cross-region
transmission and suboptimal power delivery. Traditional power grids are also grappling with new challenges stemming
from technological advancements such as distributed renewable energy generation, electric vehicle charging systems, and
smart meters. The increasing reliance on electricity and demands for better power quality necessitate improvements in

power delivery, pricing flexibility, and restoration speed [1].

To address these challenges, the concept of a smart grid has emerged. This next-generation power system aims to
modernize the traditional grid, enhancing its reliability, flexibility, and efficiency. The smart grid features advanced
metering infrastructure (AMI) and intelligent devices to reduce demand and operational costs. It incorporates distributed
automation for improved system reliability and automated controls for enhanced power management, as presented in
Figure 2.1. Notably, the smart grid is characterized by a two-way communication network connecting power plants,
transmission sensors, and consumers, facilitating optimized power delivery through computer-based automation. However,
the smart grid offers economic benefits, it also introduces new cyber-security threats. Its distributed control reduces the

vulnerability of central control centers but raises concerns about malicious actors exploiting the access points provided by



system-on-a-chip (SoC) electrical devices. The increased data flow along the power transmission network makes it
susceptible to data interception and unauthorized modification, potentially disrupting operations or facilitating unfair
practices [2]. The smart grid’s distributed nature could lead to security breaches, jeopardizing its reliability and causing

widespread impact.

One specific vulnerability is the potential for cascading failure events, where a few failed components trigger broader
system collapses and blackouts. Historical examples, such as the 2003 blackout in the northeast U.S. the 2012 blackout in
India, the 2016 power blackout in Turkey, and the 2020 power cut in France underscore the significant consequences of
such failures. Despite progress in power grid stability and security, the complexity of smart grid security remains a
challenge. Predicting the propagation of cascading effects and understanding attackers’ strategies to maximize impact
remain unclear. More effective modeling, simulation, and analysis tools are needed to comprehensively assess and defend

against these smart cyber-threats [3, 4].
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Figure 2.1 Overview of Smart Grid.

2.1.1 Smart Grid Architecture

The hierarchical architecture of the smart grid infrastructure is of paramount importance due to its ability to
interconnect a diverse array of systems. Within this framework, distinct sub-networks play a pivotal role, each focused on
specific geographical regions. The smart grid network encompasses three primary sub-networks: The Wide Area Network

(WAN), the Neighborhood Area Network (NAN), and the Home Area Network (HAN), as shown in Figure 2.2.



The foundation of the smart grid’s hierarchical architecture is the WAN. This expansive network acts as the backbone,
facilitating communication and coordination across extensive geographic areas. It manages high-level functions such as
bulk power transmission, energy market operations, and system-wide monitoring. The WAN ensures efficient exchange
of data and commands between power generation plants, substations, and control centers over vast territories. In contrast,
situated one tier below the WAN, the NAN serves as an intermediary network that links together localized clusters of
infrastructures. Operating within specific neighborhoods or districts, the NAN enables communication between
distribution substations, residential areas, commercial zones, and industrial sectors. It enhances the distribution of power,
supports demand response initiatives, and facilitates the integration of renewable energy sources within these localized

regions [5].

Home Area Network Neighborhood Area Network Wide Area Network

e Metering Gateway

Figure 2.2 Main Sub-Networks in the Smart Grid Architecture.

The innermost layer of the smart grid’s hierarchical architecture is the HAN. This network operates within individual
residences, connecting various smart devices, appliances, and energy management systems. Through the HAN,
homeowners gain real-time insights into their energy consumption, allowing them to optimize usage patterns, participate
in demand response programs, and contribute to overall grid stability. Smart meters, thermostats, and home automation
systems are key components of the HAN. This tri-tiered structure ensures that the smart grid operates cohesively and
efficiently, extending its reach from the macroscopic level of the WAN down to the microscopic granularity of the HAN.
By integrating these distinct sub-networks, the smart grid optimizes energy distribution, enhances grid reliability, supports

renewable energy integration, and empowers consumers to actively engage in energy management practices. As the smart



grid continues to evolve, this hierarchical architecture remains a fundamental framework for enabling the future of

intelligent and sustainable energy systems [3, 4, 5].

2.1.2 Smart Grid Features

The smart grid introduces a suite of innovative features that revolutionize the traditional power system. In general, the
smart grid is anticipated to bring about several significant features aimed at enhancing grid resilience, self-healing
capabilities, environmental performance, and overall system efficiency. Key among these features is enhanced grid
resilience, which empowers the system to swiftly recover from disruptions, ensuring uninterrupted power supply. Grid
resilience refers to the ability of the power grid to rapidly recover and continue functioning during power interruptions and
outages. This can be achieved by incorporating additional distributed power supply and integrating modern resources into
the power grid when disruptions occur. Complementing this is the self-healing capability, enabling rapid fault detection
and isolation. The integration of renewable energy sources like solar and wind underscores the commitment to
sustainability, while distributed energy resources introduce localized power generation for improved reliability. The self-
healing feature allows the system to swiftly identify faults, reduce outage durations, and expedite system recovery.
Consequently, the heightened flexibility and reliability afforded by the grid’s resilience and self-healing capabilities

profoundly impact the economy [1, 3, 5, 6].

Another pivotal feature expected from the smart grid is the enhancement of system performance. Within the traditional
power grid, energy losses can occur due to various factors, including power station faults or damage to transmission lines.
The smart grid holds the promise of elevating system performance by optimizing the utilization of assets and operations,
thereby curbing energy costs and enabling efficient electricity transmission. These advantages are poised to directly
enhance power quality and facilitate effective asset management, indicating an elevated level of overall system

performance. Furthermore, the smart grid is projected to accelerate the transition from conventional vehicles to electric
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vehicles, potentially enhancing environmental performance by reducing energy consumption among end-users and

minimizing energy losses across the grid [5, 6, 7].

Furthermore, the smart grid is fortified by additional vital attributes. Advanced metering infrastructure serves as a
conduit for real-time communication, fostering seamless interaction between utility providers and consumers, thereby
ensuring accurate billing and facilitating effective demand management. Additionally, robust communication networks
bolster connectivity, while microgrids offer localized power supply autonomy. Integration of electric vehicles and adoption
of energy storage solutions enhance versatility, optimizing resource deployment. Data analytics and cybersecurity
measures culminate in a holistic framework, bestowing the smart grid with adaptability, efficiency, and ecological

mindfulness, thereby propelling a sustainable energy paradigm [6, 7].

2.1.3 Smart Grid Applications

The smart grid encompasses a diverse range of dispersed applications and capabilities, as shown in Figure 2.3,

including [1-10]:

1. Advanced Metering Infrastructure (AMI): AMI uses smart meters and communication systems to monitor and
manage electricity consumption. Smart meters provide real-time data on energy usage from various devices, such
as home appliances, heating systems, and solar panels. This data is transmitted back to the utility company,
allowing for accurate billing, demand forecasting, and the ability to implement dynamic pricing strategies to
encourage energy conservation.

2. Supervisory Control and Data Acquisition (SCADA): SCADA systems play a crucial role in monitoring and
controlling the electric power grid. These systems gather real-time data from sensors and devices across the grid,
such as substations, transformers, and power lines. SCADA allows operators to remotely monitor grid conditions,
detect faults, and respond quickly to restore power in case of outages. It also aids in optimizing grid performance

and minimizing downtime.
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3. Demand Response Management (DRM): DRM focuses on managing and shaping electricity demand to match
supply and maintain grid stability. During peak demand periods, when electricity consumption is high, DRM can
reduce demand by implementing strategies such as load shifting, where non-essential devices are temporarily
turned off or their energy consumption is reduced. This helps prevent grid overloads, lower costs, and enhance
overall grid reliability.

4. Substation Automation: This involves automating and remotely controlling substations, which play a crucial role
in transforming and distributing electricity across the grid.

5. Electrical Vehicle (EV) Charging: With the rise of electric vehicles, the smart grid can manage EV charging by
optimizing charging times, coordinating with renewable energy sources, and ensuring that charging infrastructure
is used efficiently.

6. Outage Management (OM): OM systems help utilities detect, locate, and respond to power outages more
efficiently. They enable rapid identification of affected areas and help prioritize restoration efforts.

7. Distribution Management (DM): DM systems optimize the distribution of electricity by managing the flow of
power and voltage levels across the distribution network. They enhance reliability and reduce losses.

8. Home Energy Management (HEM): HEM systems provide homeowners with tools to monitor and manage their
energy usage. Users can adjust settings and schedules for appliances, heating, and cooling systems to conserve

energy and reduce costs.

These applications collectively contribute to building a smarter, more efficient, and resilient electrical grid that can

adapt to changing energy demands, integrate renewable energy sources, and enhance overall sustainability.
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Figure 2.3 Critical Applications in Smart Grid.

2.1.4 Cyber-Security Requirements in Smart Grid

As the transition from conventional power grids to smart grids took place, security emerged as a critical challenge over
the past few decades. To tackle this challenge, the system and its infrastructure must adhere to secure architectural
principles. Consequently, cyber-security, as an essential and complementary process, must adhere to a comprehensive set
of security requirements. Initially, the National Institute of Standards and Technology (NIST) outlined three fundamental
security requirements for the smart grid: confidentiality, integrity, and availability. However, accountability also plays a
significant role in smart grid security. In general, when unauthorized access occurs, confidentiality is compromised.
Integrity ensures accurate data by safeguarding it against improper modifications or unauthorized data destruction. On the

other hand, availability is a crucial aspect of smart grids, ensuring access to the system’s data [1-3, 11].

The absence of availability indicates that data is not accessible for users. In addition to the requirements, accountability
is a key player in smart grid security, providing traceability of system activities recorded by individuals, devices, or public
authorities. The recorded data can serve as evidence in case of an attack, validating actions taken by users, including
administrators, and verifying the integrity of data collected from devices. By adhering to these four requirements,
confidentiality, integrity, availability, and accountability, adequate protection for smart grid infrastructures can be achieved.

Due to the inherent vulnerabilities in communication, smart grid networks are susceptible to various cyber-attacks, which
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can be categorized in multiple ways. In the subsequent section, we delve into existing classifications of cyberattacks, along
with our proposed classification. We describe potential attacks, their intentions, and the impacts they have on the networks

[4, 8-11].

2.2 Cyber-attacks on Smart Grid

The constant improvement of power and energy systems involves integrating new power generation designs and the
latest protection and control technologies. In fact, the use of digitalization techniques in the power system has become
increasingly important due to our heavy reliance on electricity for various aspects of our lives. Smart technologies have
been integrated into areas, such as smart grid. Hence, current research focuses on advancing data transmission through
communication networks and protocols to enhance communication network security using intelligent systems. However,
the adoption of modern technologies can introduce security and stability challenges, such as cyber-threats to energy
systems [12].

Cyber-attacks targeting smart grid have become a pressing concern. As smart grid technology advances, incorporating
digital communication and control systems, the risk of malicious cyber-threats grows. These attacks can exploit
vulnerabilities in the grid's interconnected devices and software, potentially leading to disruptions in energy distribution,
data compromise, and even widespread outages. To counter these cyber-attacks, it is critical to study and investigate them
before implementing stringent protocols, encryption techniques, and intrusion detection systems, which can fortify smart
grid against cyber-threats [13]. Thus, as illustrated in Figure 2.4, cyber-attacks can be divided into sensor-based, computer-
based, and network channel-based attacks. These categories along with a brief description of the associated attacks are

described as follows:

Sensor-
based

Classification of
Cyber-Attacks
on Smart Grid

Network
Channel-
based

Computer-
based

Figure 2.4 Classification of Cyber-attacks on Smart Grid.
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2.2.1 Cyber-Attacks Targeting Sensor

Cyber-attacks targeting sensors in smart grid networks are a form of attacks aimed at exploiting vulnerabilities in the
sensors and communication systems that are an integral part of modern smart grid infrastructure. Smart grids are advanced
electricity distribution systems that use digital technology to monitor, control, and optimize the flow of electricity from
power plants to consumers. In general, smart grids rely on a wide range of sensors to gather data about electricity generation,
distribution, consumption, and overall grid health. These sensors include devices like smart meters, phasor measurement
units (PMUSs), and other control systems. Cyber-criminals target vulnerabilities in these sensors to gain unauthorized access
or control. Thus, these attacks targeting sensors may lead to grid instability, financial losses, safety risks, and low data
privacy [14, 15].

Hence, manipulating sensor data can lead to incorrect decisions in grid management, potentially causing power outages,
equipment damage, or even a full-scale blackout. In addition, disrupted electricity supply and operational downtime can
result in financial losses for utilities, businesses, and consumers [16]. It is worth mentioning that a compromised smart
grid can pose safety risks to both utility workers and the public, especially if critical systems fail to operate as expected.
Also, breaches in smart grid sensors can expose sensitive customer data, leading to privacy concerns and regulatory
compliance issues. In summary, cyber-attacks targeting sensors in smart grid networks pose serious threats to the stability,
security, and reliability of our electricity distribution systems. Implementing comprehensive cybersecurity measures and
staying vigilant against evolving threats are essential to safeguarding our critical infrastructure [16-20] These attacks
targeting sensors in smart grid networks include intrusion, spoofing, injection, jamming, and time synchronization attacks,

as discussed in the following.

2.2.1.1 Intrusion Attacks

Intrusion attacks are highly damaging cyber threats that exploit vulnerabilities in a network to gain unauthorized access
to nodes. The primary objective of these attacks is to compromise the integrity and confidentiality of the smart grid network.
Intruders seek to misuse available resources, disrupting the normal operations of the grid. Detecting and preventing
intrusion attacks are crucial to maintaining the security and stability of the smart grid infrastructure [18-20].
2.2.1.2 Spoofing Attacks

Spoofing attacks target sensors within smart grid networks. These attacks involve various techniques, such as identity

spoofing, ARP spoofing, GPS spoofing, IP spoofing, and MAC spoofing. In these attacks, malicious actors pretend to be
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legitimate nodes, deceiving other nodes within the network. The result is a disruption of network security, reliability,
stability, and overall operation. Spoofing attacks can lead to widespread confusion and unauthorized access, posing
significant risks to the smart grid's functionality [21-25].
2.2.1.3 Injection Attacks

Injection attacks are attempts by adversaries to manipulate data within the smart grid network. Attackers may delete,
alter, or introduce falsified data, which can have severe consequences for the grid's operations. Such attacks can potentially
cause blackouts, compromise data integrity, introduce corruption, and even create illegitimate nodes within the network.
Preventing and mitigating injection attacks is crucial to maintaining the accuracy and effectiveness of the smart grid's data
[18-20, 26].
2.2.1.4 Denial of Service Attacks

Denial of Service (DoS) attacks are a common form of cyber-attack that aim to disrupt the availability of a smart grid
network. Attackers flood the network with excessive signals, overwhelming its capacity and rendering it inaccessible to
authorized users. A particular type of DoS attack involves jamming, where a malicious actor generates constant or random
signals to occupy the network channel. This prevents legitimate devices from transmitting or receiving data, leading to
service disruption [18-40].
2.2.1.5 Time Synchronization Attacks

Time Synchronization attacks (TSA) are a significant concern for sensors in smart grids, particularly those reliant on
accurate timing information. These attacks target the timing mechanisms used in phasor measurement units and wide area
protection, monitoring, and control devices. For instance, GPS spoofing attacks can compromise the timing accuracy of
devices that rely on GPS signals. Given that communication and control messages in a smart grid are time-sensitive, TSA
and GPS spoofing attacks can have a direct impact on the grid's performance and coordination. In conclusion, the smart
grid faces a diverse range of cyber threats, including intrusion attacks, spoofing attacks, injection attacks, denial of service
attacks, and time synchronization attacks. Safeguarding against these threats requires robust cybersecurity measures,
continuous monitoring, and proactive mitigation strategies to ensure the security, reliability, and stability of smart grid
operations [27-30, 33].
2.2.1.6 Jamming Attacks

Jamming attacks on a smart grid refers to malicious activities where an attacker intentionally disrupts or interferes with
the wireless communication signals used within the smart grid network. These attacks aim to cause communication failures,
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disrupt data transmission, and potentially compromise the operation of the grid. The attack process on smart grid consists
of signal interference, and communication disruption.

The attacker generates strong radio frequency signals within the same frequency bands used by smart grid communication
devices, such as smart meters, sensors, or control systems. Then, the attacker's interference overwhelms or drowns out
legitimate communication signals, causing communication failures between various components of the smart grid network
[31].

Jamming attacks have two potential consequences, namely communication breakdown, service outrages, and
operational disruption. Jamming attacks can lead to disruptions in communication between smart grid devices, making it
difficult to monitor and control energy distribution effectively. The inability to transmit critical data, control commands,
or operational information can disrupt the reliable and efficient functioning of the smart grid. Smart grid devices rely on
communication for coordination and real-time decision-making. Jamming attacks can lead to service outages and power
distribution issues. By implementing these mitigation strategies and maintaining a proactive approach to secure
communication channels, smart grid operators can reduce the risk of jamming attacks and enhance the reliability and
resilience of their energy distribution systems [32].

2.2.2 Cyber-Attacks Targeting Computer

Cyber-attacks targeting computers are malicious activities carried out by hackers or cybercriminals to compromise the
integrity, confidentiality, and availability of computer systems. These attacks can have various objectives, including
stealing sensitive information, disrupting operations, gaining unauthorized access, and causing financial or reputational
harm. Computers in critical infrastructures, such as smart grid networks, are especially attractive targets due to the potential

impact of their compromise [33].

Cyber-attacks targeting computers are deliberate and malicious activities conducted by cybercriminals, hacktivists, or
state-sponsored actors with the goal of exploiting vulnerabilities within computer systems. These attacks can have various
motives, including financial gain, data theft, disruption of operations, espionage, or causing chaos. Computers in critical
infrastructures like smart grids are prime targets due to their importance and potential impact on public services. These
Cyber-attacks that target computers and servers in smart grid networks include brute force, social engineering,

viruses/malware, horse trojan, and popping human interface attacks, as highlighted as following:
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2.2.2.1 Brute-Force Attacks

Brute-force attacks are a type of cyber-security threat that involves systematically attempting all possible combinations
of passwords or encryption keys until the correct one is found. In the context of smart grids, where advanced technologies
and communication systems play a crucial role, the risk of brute-force attacks poses a significant concern. Instances of
these attacks are known as password guessing, encryption key cracking, authentication bypass. In password guessing,
attackers use automated tools to repeatedly guess passwords for user accounts, control systems, or administrative interfaces
within the smart grid network.

In encryption key cracking, brute-force attacks can also be used to crack encryption keys that protect sensitive data
transmitted between components of the smart grid. In authentication bypass, attackers attempt various combinations of
usernames and passwords to gain unauthorized access to critical systems, often exploiting weak or default credentials [34].

In addition, these attacks can have several implications, including unauthorized access, data exposure, and operational
disruption. In unauthorized access, successful attacks can grant attackers unauthorized access to control systems, grid
components, or sensitive data, potentially leading to manipulation or disruption of operations. In contrast, in data exposure,
If attackers gain access to user accounts, they might exfiltrate sensitive data, compromising the confidentiality of customer
information or grid operations. In Operational Disruption, compromised access can disrupt grid operations, affecting
energy distribution, load management, and overall system stability [35-37].
2.2.2.2 Social Engineering Attacks

Social engineering attacks pose a significant threat to smart grid systems, which are designed to enhance the efficiency
and reliability of energy distribution through advanced technology. These attacks manipulate human psychology to deceive
individuals into divulging confidential information, performing unauthorized actions, or compromising security protocols.
In the context of smart grids, social engineering attacks can exploit vulnerabilities in human behavior to gain unauthorized
access, disrupt operations, or compromise sensitive data. These attacks are known as phishing, pretexting, tailgating,
baiting, quid pro quo, impersonation, and elicitation. In phishing attacks, attackers send deceptive emails or messages to
employees, customers, or administrators of the smart grid system. These messages may appear to be from a legitimate
source, such as a utility company or a trusted vendor. The recipients are then tricked into clicking malicious links,
downloading malware, or revealing login credentials, which can lead to unauthorized access and control of the smart grid

infrastructure. In pretexting, attackers impersonate authorized personnel, such as utility employees, contractors, or even
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regulatory officials. They create elaborate scenarios or stories to convince employees to disclose sensitive information,
provide access to critical infrastructure, or perform actions that compromise security [38].

In tailgating, an attacker gains physical access to restricted areas of a smart grid facility by following an authorized
individual through access points, without proper verification. Once inside, the attacker can tamper with equipment, install
malicious devices, or gain unauthorized control. In baiting, attackers leave physical devices, such as infected USB drives
or seemingly innocent equipment, in strategic locations where they are likely to be found by employees or visitors. When
someone plugs in or interacts with the device, it can introduce malware into the smart grid network. In quid pro quo,
attackers offer something in exchange for information or access. For example, they may pose as technical support personnel
and promise to solve a non-existent issue in exchange for login credentials or sensitive information. In impersonation,
attackers may pretend to be a high-ranking executive, a supervisor, or a fellow employee to manipulate individuals into
performing certain actions, such as transferring funds or altering system configurations. In elicitation, attackers engage in
casual conversations with employees or personnel, gradually extracting information about the smart grid infrastructure,
processes, or security measures. This information can then be used to plan and execute more targeted attacks [20-30].
2.2.2.3 Viruses/Malware Attacks

Viruses and malware attacks in the context of smart grids can have serious consequences, potentially disrupting the
reliable and efficient distribution of energy. These malicious software threats target the digital components of the smart
grid system, including computers, communication networks, sensors, and control systems. These attacks are known as
ransomware, worms, botnets, malware for remote control, data exfiltration malware, and firmware attacks [21-25].

Ransomware is a type of malware that encrypts critical data and systems, rendering them inaccessible until a ransom
is paid to the attackers. Ina smart grid scenario, ransomware could lock down key components, such as energy management
systems or distribution control centers, causing disruptions in energy distribution until the ransom is paid or the systems
are recovered. Worms are self-replicating malware that spread across networks and devices. If a worm infects smart grid
components, it can rapidly propagate through the system, causing widespread outages and potentially damaging physical
equipment. Botnets are networks of compromised devices that are controlled by a central entity, often used for coordinated
attacks. If a smart grid system becomes part of a botnet, the attackers can use it to launch large-scale distributed denial of
service (DDoS) attacks or other forms of cyberattacks [27-28].

Malware designed for remote control can give attackers the ability to manipulate the smart grid's control systems. This

could result in unauthorized changes to energy distribution, equipment damage, or even physical safety risks. Data
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Exfiltration Malware aims to steal sensitive data from the smart grid, such as customer information or system
configurations. Stolen data can be exploited for financial gain or used to gain a competitive advantage. Malware can target
the firmware of devices within the smart grid infrastructure. Compromised firmware can lead to unstable or unpredictable
behavior in devices, potentially causing disruptions in energy flow or control. By taking these precautions and continuously
monitoring the smart grid infrastructure, utilities and organizations can reduce the risk of viruses and malware
compromising the integrity and functionality of the energy distribution system [29].

2.2.2.4 Horse Trojan Attacks

A Horse Trojan, also known as a Trojan Horse, is a type of malicious software that disguises itself as a legitimate
program or file but contains harmful code that can compromise the security and functionality of a system. In the context
of smart grids, a Horse Trojan attack can have severe implications for the reliable distribution of energy and the overall
operation of the grid. This attack includes infiltration, installation, backdoor access, manipulation of control systems, and
data theft and espionage. In infiltration, the attacker gains access to the smart grid system, either through a vulnerable point
in the network or by targeting a specific individual with a phishing or social engineering attack. The Trojan is disguised as
a harmless or necessary software component, such as a firmware update or a control system software [30, 31].

In installation, once the Trojan is introduced into the smart grid network, it is executed, and its malicious code is
activated. The Trojan may be designed to remain dormant for a certain period to avoid detection, making it challenging to
identify its presence. In backdoor access, the Horse Trojan creates a backdoor, granting the attacker unauthorized access
to the smart grid's control systems, sensors, and communication networks. This access allows the attacker to manipulate
grid settings, disrupt energy distribution, or gather sensitive data.

In manipulation of control systems, with control over the smart grid's systems, the attacker can issue commands that
manipulate energy distribution, alter voltage levels, or shut down critical components. This could result in widespread
power outages, equipment damage, or even safety hazards. In data theft and espionage, the Horse Trojan might also be
programmed to steal sensitive information, such as customer data, operational details, or grid configurations. The stolen
data can be exploited for financial gain or used to gain a competitive advantage. By implementing these measures, smart
grid operators can significantly reduce the risk of Horse Trojan attacks and enhance the security and resilience of the

energy distribution system [33-36].
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2.2.2.5 Popping Human Interface Attacks

Pop-up (popping) human interface attacks in the context of a smart grid refer to a specific type of social engineering
attack where an attacker manipulates the user interface or interactions with the system to deceive operators or personnel
into making unintended and potentially harmful actions. These attacks exploit the human element in the operation of the
smart grid, aiming to compromise its integrity and functionality. The example of these attacks are deceptive interface,

phony alerts and warning, unauthorized actions, malicious payload, and exploiting cognitive biases [37-39].

In deceptive interface, the attacker creates a deceptive user interface that mimics the legitimate control panel or software
used by smart grid operators. This interface may contain fake alerts, warnings, or requests for action that appear genuine.
In phony alerts and warning, deceptive interface generates pop-up alerts or warnings that seem urgent and critical. For
example, it might claim there's a system malfunction, impending equipment failure, or a cyber threat that requires
immediate attention. In unauthorized actions, the pop-up alert prompts the operator to take specific actions, such as
adjusting settings, rerouting energy flows, or shutting down critical components to mitigate the perceived threat. In reality,

these actions could disrupt energy distribution or compromise the security of the smart grid [40].

In malicious payload, the deceptive interface could carry a payload that, when interacted with, executes malicious
commands or introduces malware into the system. This malware could potentially gain unauthorized access, cause outages,
or compromise data. In exploiting cognitive biases at, attacker may exploit cognitive biases, such as urgency bias (making
rash decisions under pressure), authority bias (following instructions from perceived higher-ups), or confirmation bias
(only seeking information that confirms preconceived notions). By raising awareness, implementing safeguards, and
maintaining a vigilant approach to user interactions, smart grid operators can reduce the risk of falling victim to "popping"

human interface attacks and ensure the secure and reliable operation of the energy distribution system [20-32, 37].

2.2.3 Cyber-Attacks Targeting Network Channel

Cyber-attacks targeting network channels are a type of malicious activity aimed at exploiting vulnerabilities within the
communication pathways that connect various devices, systems, and components in a network. These attacks can disrupt
communication, compromise data integrity, and potentially grant unauthorized access to critical systems. There are several
attacks targeting network channels, namely man-in-the-middle (MITM), eavesdropping, jamming, injection, puppet,

Smurf, masquerading, and smart meter tampering attacks [25-30].
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2.2.3.1 Man-in-the-Middle Attacks

Man-in-the-Middle (MitM) attacks in the context of a smart grid refer to a type of cyber-attack where an unauthorized
third-party intercept and potentially alters the communication between two legitimate parties within the smart grid network.
These attacks exploit vulnerabilities in the communication channels between smart grid components, potentially
compromising data integrity, stealing sensitive information, or even gaining unauthorized control over critical systems. In
smart grid, this attack consists of two vulnerabilities, namely weak encryption and unauthenticated connections. In weak
encryption, if the communication between smart grid devices is inadequately encrypted, the attacker can easily decrypt
and understand the intercepted data. In contrast, in unauthenticated connections, lack of proper authentication mechanisms

can allow the attacker to impersonate one or both parties and establish a connection without being detected [20-25].

MitM attacks have three potential consequences, namely data tampering, data theft, and control manipulation. In data
tampering, the attacker can modify the intercepted data packets before forwarding them to the intended recipient,
potentially causing unintended actions or disruptions. In data theft, sensitive information, such as customer data, financial
records, or operational details, can be stolen and used for malicious purposes. In control manipulation, by altering control
commands, the attacker could manipulate the behavior of smart grid components, affecting energy distribution and causing
outages. As a result, MitM attacks pose a significant threat to the security and reliability of smart grid systems. By
implementing these mitigation strategies and maintaining a proactive approach to network security, smart grid operators

can minimize the risk of MitM attacks and ensure the integrity of their energy distribution infrastructure [27, 28].

2.2.3.2 Eavesdropping Attacks

In the context of a smart grid, an eavesdropping attack refers to a malicious activity where an unauthorized entity
intercepts and listens to communication within the smart grid network, with the intent of gathering sensitive information
or compromising the integrity of data transmissions. Eavesdropping attacks in the smart grid can have serious implications
for the security, privacy, and reliability of the energy distribution system. In this attack, the attack process consists of
several steps, namely interception, packet capture, and data analysis. In interception, the attacker gains access to the
communication channels within the smart grid network. This could involve exploiting vulnerabilities in network
infrastructure, devices, or software. In packet capture, the attacker captures data packets that are being transmitted between

different components of the smart grid, such as smart meters, sensors, control centers, and substations. In data analysis,
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the attacker analyzes the captured data packets to extract valuable information, such as energy consumption patterns,
control commands, operational details, or even encryption keys [30, 32, 37-40].

This attack also has several potential consequences, such as data theft, operational disruption, privacy violation, and
cyber-espionage. In general, by eavesdropping on communication, attackers can steal sensitive data, including customer
information, financial records, and proprietary grid configurations. In addition, eavesdropping attacks can lead to
disruptions in the operation of the smart grid, as attackers may gain insights into system vulnerabilities or manipulate
critical control commands. Moreover, eavesdropping compromises the privacy of individuals and organizations by
exposing their confidential communications and activities within the smart grid network. Adversaries, such as competitors
or nation-state actors, might engage in eavesdropping to gather intelligence on energy distribution strategies or national
infrastructure. By implementing these mitigation strategies and maintaining a proactive approach to network security,
smart grid operators can reduce the risk of eavesdropping attacks and safeguard the confidentiality, integrity, and reliability
of their energy distribution systems [11, 18, 29, 40].
2.2.3.3 Puppet Attacks

Puppet attacks are not a commonly recognized term in the field of cybersecurity or smart grids. However, based on
your description, it appears that you may be referring to a scenario where an attacker gains control over certain components
or systems within a smart grid network and uses them as puppets to carry out malicious actions. This could involve
manipulating smart grid devices to execute unauthorized commands or behaviors. Puppet attacks in the context of a smart
grid involve an attacker gaining unauthorized control over specific devices or components within the grid and using them
as "puppets" to carry out malicious actions. These actions may include altering energy distribution, disrupting operations,
or compromising the security of the smart grid network. These attacks consist of the following process, unauthorized
access, remote control, and malicious actions [25, 26].

As a matter fact, the attacker gains access to vulnerable or poorly secured smart grid devices, such as smart meters,
sensors, or controllers. Once access is established, the attacker takes control over these compromised devices, effectively
turning them into puppets under their command. The attacker uses the compromised devices to carry out malicious actions,
such as manipulating energy flow, causing power outages, or interfering with grid operations. It also has several
consequences, namely operational disruption, safety risks, and data compromise. Puppet attacks can disrupt the reliable
operation of the smart grid by causing unexpected changes in energy distribution or control systems. Manipulating smart

grid components could lead to safety hazards for personnel, consumers, and the environment. Attackers could use
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compromised devices to access sensitive data or exploit vulnerabilities in the grid's communication infrastructure. By
adopting these mitigation strategies and maintaining a proactive approach to network security, smart grid operators can
reduce the risk of puppet attacks and ensure the reliable and secure operation of their energy distribution systems [27].
2.2.3.4 Smurf Attacks

A Smurf attack is a type of cyber-attack that involves flooding a target network with a large volume of Internet Control
Message Protocol (ICMP) packets. These packets are typically sent using IP broadcast addresses, causing the target's
network to become overwhelmed with traffic and potentially leading to disruption or denial of service. In the context of a
smart grid, a Smurf attack could have detrimental effects on the communication infrastructure and operations. A Smurf
attack in a smart grid involves an attacker sending a large number of ICMP packets to smart grid devices or communication
infrastructure using broadcast addresses. This flood of packets overwhelms the network's capacity and can lead to
communication breakdowns or service disruptions. These attacks consist of the following process, namely ICMP packet
generation, broadcast amplification, and network overload [28, 29].

The attacker sends a flood of ICMP Echo Request packets to a broadcast address within the smart grid network. Since
the broadcast address is used, all devices within the broadcast domain respond to each packet, amplifying the traffic and
consuming network resources. The high volume of ICMP responses saturates the network bandwidth, causing congestion
and potential denial of service for legitimate communication. These attacks have some potential consequences, namely
communication disruption, operational impact, and resource consumption. Smart grid devices rely on effective
communication to coordinate operations. A Smurf attack can disrupt communication channels and lead to service outages.

Overwhelmed networks can lead to delays or failures in transmitting critical data, control commands, and operational
information. Network resources, such as bandwidth and processing power, are consumed by the attack, affecting the overall
performance of the smart grid. By implementing these measures and maintaining vigilant network security practices, smart
grid operators can reduce the risk of Smurf attacks and ensure the reliable and secure operation of their energy distribution
systems [30].
2.2.3.5 Masquerading Attacks

Masquerading attacks, also known as identity spoofing or impersonation attacks, involve a malicious actor pretending
to be a legitimate user, device, or entity to gain unauthorized access or carry out malicious actions within a network or
system. In the context of a smart grid, masquerading attacks can undermine the security and integrity of the energy

distribution system. Masquerading attacks in a smart grid involve an attacker pretending to be a trusted entity or device
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within the grid's communication network. By impersonating legitimate participants, the attacker gains access to sensitive
information, control commands, or other resources, potentially leading to operational disruptions or security breaches. The
attack process consists of identity falsification, unauthorized access, and malicious actions [32].

In general, the attacker falsifies identification credentials, such as IP addresses, device IDs, or authentication tokens,
to mimic a legitimate user or device. Using the falsified identity, the attacker enters the smart grid network, often bypassing
authentication and access controls. Once inside the network, the attacker can execute unauthorized actions, such as
manipulating energy distribution, altering configurations, or stealing sensitive data. These attacks have some consequences,
such as operational disruptions, data compromise, and unauthorized control. Masquerading attacks can disrupt the smooth
operation of the smart grid by introducing unauthorized changes or commands. Attackers can access and steal sensitive
information, such as customer data or grid configurations. By masquerading as an authorized entity, attackers can gain
control over critical smart grid components or systems. By implementing these measures and maintaining a proactive
approach to network security, smart grid operators can reduce the risk of masquerading attacks and ensure the secure and
reliable operation of their energy distribution systems [35].
2.2.3.6 Smart Meter Tampering Attacks

Smart meter tampering attacks in a smart grid involve malicious actions aimed at manipulating or altering the
functionality of smart meters. These attacks can lead to inaccurate measurement of energy consumption, fraudulent
activities, or disruptions in the energy distribution system. Smart meter tampering attacks target the integrity of smart
meters, which are essential components of a smart grid used to measure and monitor energy consumption in real time.
Attackers attempt to manipulate or compromise these meters to achieve various malicious goals. These attacks consist of
physical tampering, firmware manipulation, and hacking interfaces. Attackers physically manipulate smart meters by
bypassing measurement components, altering calibration settings, or disconnecting sensors to underreport energy usage.
Attackers modify the firmware or software of smart meters to manipulate measurement algorithms, leading to inaccurate
readings. Also, if smart meters have remote access interfaces (e.g., wireless or network connections), attackers might
exploit vulnerabilities to gain unauthorized access and tamper with meter functionality [1, 18, 29, 34, 40].

The potential consequences of these attacks are known as fraudulent consumption, service disruption, revenue loss,
and security breach. Tampered smart meters can underreport energy consumption, leading to financial losses for utility
providers and incorrect billing for consumers. Manipulated smart meters might disrupt energy distribution, impact load

balancing, or cause grid instability due to inaccurate measurements. Utilities can suffer revenue loss if tampered meters
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result in unaccounted-for energy usage. Tampering could potentially compromise the security of the entire smart grid
network, providing attackers with a foothold for broader cyber-attacks. By implementing these mitigation strategies and
maintaining a vigilant approach to smart meter security, utility providers and smart grid operators can minimize the risk
of smart meter tampering attacks and ensure the accuracy, reliability, and security of their energy distribution systems [1,
17, 20].

2.2.3.7 Traffic Analysis Attacks

A traffic analysis attack in the context of a smart grid refers to a type of cyberattack where an adversary intercepts and
analyzes the communication traffic between different components and devices within the smart grid infrastructure. This
attack aims to gather valuable information about the operations, behaviors, and patterns within the smart grid network,
which can then be exploited for malicious purposes. In a smart grid, various devices such as smart meters, sensors,
substations, and control systems communicate with each other to monitor and manage the distribution and consumption of
electrical power. These communications often involve sensitive data, including real-time power consumption information,
operational commands, and system status updates. A traffic analysis attack seeks to exploit the information transmitted
between these devices, even if the attacker cannot directly access the content of the messages [18, 28, 30, 40-43].

The goal of a traffic analysis attack may include inference of consumer behavior, operational insights, privacy
violations, and critical infrastructure. Generally, by analyzing patterns in power consumption data, attackers may infer
when individuals are present at their homes, when they are likely to be away, and other behavioral patterns. This
information can be used for activities such as burglary or social engineering attacks. Additionally, adversaries can gain
insights into the operational behavior of the smart grid, identifying vulnerabilities or weaknesses that can be exploited to
disrupt power distribution or manipulate the grid's functionality. If attackers can link specific consumption patterns to
individual households, they can breach privacy by revealing personal habits and activities. Moreover, attackers may
identify critical substations or components within the smart grid to target, aiming to cause widespread power outages or
other disruptions [2, 5, 10, 40].

As a result, all these cyber-attacks may violate different security requirements, as shown in Table I. For example,
jamming attacks may disrupt the transmission and reception of data by violating network availability. Intrusion attacks
may use the network's available resources, jeopardizing the network's confidentiality and integrity. Spoofing attacks can
mislead legitimate nodes in the network, leading to confidentiality, integrity, availability, and accountability violation.

More details of cyber-attacks, their impacts, purposes, and security requirements can be found in Table 2.1.
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Table 2.1 Summary of Cyber-Attacks Targeting Smart Grid.

Cyber- Obijectives/Purpose Impacts Security
Attacks Requirements
Jamming Disrupting the Blocking one or several nodes to
Attacks transmission and the transmit and receive information Availability
reception of data. collisions.
Pretending to be a Integrity
Spoofing legitimate node to Misleading other nodes. Availability
Attacks compromise the system. Confidentiality
Accountability
Injecting false data
Injection Injecting false/untrusted Corrupting the legitimate
Attacks data packets into a processes and operations Integrity
network. Appearance of illegitimate nodes
in the network.
Flooding Depleting, and exhausting Malfunction of nodes and loss of Availability
Attack system resources. availability in a network.
Man-in-the- Preventing, or modifying Integrity
Middle data during transmission Unauthorized access to sensitive Confidentiality
Attacks through the network. information.
Violation of users' privacy.
Social Manipulating users to Temporary or permanent damage Confidentiality
Engineering reveal sensitive to the system.
Attacks information.

Steal sensitive and private
information.
Identity theft.

Eavesdroppin

Monitoring and capturing

Loss of privacy.

g Attack all network traffic. Confidentiality
Intrusion Gain illegal access to the Integrity
Attack node or network. Misusing available resources in Confidentiality

the network.

Brute Force
Attacks

Cracking usernames and
passwords.

Gaining unauthorized access to
users' systems or accounts.

Integrity
Confidentiality

Time

Targeting timing data and

Compromising events, such as

synchronizati disrupting the time location estimation and fault Integrity
on synchronization between detection Auvailability
Attack nodes. Performance degradation.
Traffic Control the hosts and the Sniff and analyze the message to
Analysis devices that are connected achieve information about the Confidentiality
Attack to the network. patterns of communications

between nodes.
Masquerade Pretend to be an Integrity
Attack authorized user. Gaining unauthorized access to Auvailability

users' systems.

Confidentiality
Accountability

Smart Meter

Modification of the

Tampering transmitted data for any Pay higher or lower electricity Integrity
Attack customers. bills.
Buffer Sending improper or
Overflow incorrect data to the System crashes or exhaust Auvailability
Attack specific system. resources.

Sending fake data in the Reduce packet delivery to 10% or
Puppet Attack Advanced Metering 20% Auvailability

Infrastructure network.
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e Exhaust the communication
network bandwidth.
Smurf ¢ Modifying the traffic of an e Replay and saturate the target o Availability
Attack entire system. network.
. o Integrity

Popping the e Get unauthorized access e Controlling the compromised e Auvailability
HMI attack system e Confidentiality

Accountability

2.3 Scenarios of Intrusion Attacks

One damaging impact of cyber-attacks on smart grid is blackouts. A blackout refers to the complete loss of electrical
power in a specific geographic area, often resulting from a failure or disruption within the power generation, transmission,
or distribution system. In the context of smart grids, blackouts can have significant and far-reaching consequences due to
the intricate interconnection and interdependence of modern power systems [43]. This impact, blackout, is considered as
one of the key factors that occurred by intrusion attacks. Smart grids, as technologically advanced and interconnected
systems, are designed to enhance the efficiency, reliability, and flexibility of electricity distribution [44]. They achieve this
through real-time monitoring, data analysis, and automated control mechanisms. However, despite their advancements,
smart grids are not immune to vulnerabilities, such as intrusion attacks, and blackouts can occur as a result of intrusion
attacks on smart grids [45,46]. The example of intrusion attacks disruptions on smart grid is physical infrastructure failure,

human error, and overloading and imbalance in electricity demands.

The consequences of blackouts on smart grids can be severe and extend beyond mere inconvenience. They can disrupt
essential services, cause financial losses, compromise industrial processes, and even endanger public safety. Additionally,
blackouts can have cascading effects, impacting neighboring regions and potentially leading to longer recovery times.
Therefore, motivated by the importance of intrusion attacks, detailed descriptions of intrusion attacks targeting smart grid
with respect to the blackouts. In the following, several scenarios of these attacks that occurred in the last few years are

provided.

e In January 2020, a deliberate intrusion attack was launched, targeting the power systems and natural gas
infrastructure spanning the states of Oklahoma, Texas, and Kansas. In the course of this audacious attack, the
perpetrators managed to seize control over the critical network components, wielding an unprecedented level of
unauthorized authority. As a result of this breach, the assailants not only gained command over the intricate web

of interconnected systems but also managed to exfiltrate a portion of sensitive data. This incident underscores the
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alarming potential for cyber adversaries to manipulate and compromise essential energy-related assets, thereby
highlighting the pressing need for heightened cybersecurity measures within the realm of critical infrastructure.
In the spring of 2021, an alarming intrusion attack unfolded within the smart grid system of Houston, Texas — a
bustling metropolis renowned for its energy prominence. This pivotal city, nestled within the heart of the Lone
Star State, encountered a formidable cyber assault that targeted its cutting-edge smart grid infrastructure. The
attackers exploited a previously undiscovered vulnerability within Houston's smart grid control software, gaining
surreptitious access to critical nodes that regulated the city's energy distribution network. This breach set the stage
for a well-orchestrated attack that had the potential to disrupt not only Houston's power flow but also to trigger
cascading effects that reverberated across the broader Texas power grid.

In 2021, a significant intrusion attack unfolded targeting the smart grid infrastructure of Atlanta, Georgia — a
bustling hub of technology and commerce. Amidst the digital shadows, malicious actors seized upon a
vulnerability within Atlanta's smart grid control systems, breaching its defenses and gaining unauthorized access
to critical control points. This breach ushered in a concerning phase where the attackers wielded control over
essential aspects of the city's energy distribution network. Exploiting this newfound access, the attackers executed
a calculated manipulation of grid operations. Subtly altering control settings, they induced localized power
fluctuations that served as a stark reminder of the potential chaos their actions could unleash. While the immediate
impact was constrained, the strategic nature of the attack raised alarm bells about the broader ramifications.

In 2022, a concerning intrusion attack unfolded, targeting the smart grid infrastructure of Portland, Oregon. This
vibrant urban center found itself thrust into the midst of a disruptive digital assault that sent shockwaves through
its energy distribution networks. The attack's origins lay in the exploitation of a previously undetected
vulnerability within Portland's smart grid control architecture. Adversaries deftly breached the city's defenses,
gaining illicit access to pivotal nodes within the energy distribution network. This unauthorized access provided
them with an ominous degree of control over critical components.

In 2022, an intrusion attack within Miami, Florida’s smart grid happened. The genesis of this attack lay in the
exploitation of a hitherto undiscovered vulnerability within Miami's smart grid control infrastructure. Adversaries
deftly navigated through the city's defenses, circumventing safeguards to gain surreptitious access to pivotal
junctions within the energy distribution network. This unauthorized access bestowed upon them a formidable

degree of control over critical operational elements. The attackers embarked on manipulation of grid operations.
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By subtly altering control parameters, they orchestrated localized power fluctuations that served as a stark
demonstration of their ability to disrupt the status quo. While the immediate impact was managed, the calculated
nature of the attack sounded an urgent alarm about the broader implications that could unfold.

e In April 2023, an intrusion attack targeting smart grid happened in Chicago, Illinois. Malicious actors exploited
a vulnerability in the city's smart grid communication system, gaining unauthorized access to key control nodes.
This breach allowed the attackers to manipulate power distribution across the city. The impact was felt by
residents and businesses as sporadic power outages occurred over the course of several hours. Rapid response
teams were deployed to isolate the compromised components and restore normal operations, highlighting the
continued vulnerability of even advanced smart grid systems.

e In July 2023, New York City fell victim to an intrusion attack on its smart grid. Cybercriminals exploited a
weakness in the city's smart metering system, enabling them to remotely manipulate energy consumption data.
This manipulation led to an imbalance in the grid's load distribution, triggering a domino effect that resulted in
localized blackouts in certain neighborhoods. Prompt intervention by utility personnel and cybersecurity experts
helped rectify the situation and restore power within a few hours. The incident underscored the susceptibility of
smart grid systems to targeted attacks aimed at disrupting energy distribution.

e In August 2023, an intrusion attack struck San Francisco's smart grid infrastructure. The attackers exploited a
vulnerability in the city's smart grid control software, granting them unauthorized access to critical control
systems. This breach enabled the perpetrators to remotely alter power settings, leading to voltage instability and
disruptions in energy supply to homes and businesses. The incident prompted a citywide response, with
emergency measures enacted to stabilize the grid and restore power. It also highlighted the need for ongoing

cybersecurity enhancements to safeguard smart grid systems against evolving threats.

As a result of these instances, after an investigation about intrusion attacks on smart grid, a concerning statistical
overview came to light [43-46]. In fact, more than 60% of the power grids across the United States found themselves
susceptible to the ominous specter of intrusion attacks. This unsettling statistic underscored a sobering reality that the
systems underpinning the nation's energy infrastructure were exposed to a growing digital threat. Also, in June 2021, the
Energy Chief of the U.S. mentioned intrusion attacks as the biggest threat to the U.S. power systems in the last few months,

since smart power grids are exposed to multiple cyber intrusions.

30



The adversaries had access to the U.S. power system, shut it down for a few hours, and gained access to the network
and users’ data. Intrusion attacks are estimated to cost over six trillion dollars in utility services all over the world. The
rate of these attacks in Mach 2023 has an 62% increase in comparison with the rate of these attacks in March 2022. Thus,
to these examples and the statistical overview This dissertation also attempts to fill the existing gap in the literature by
developing and proposing techniques to reduce the rates of intrusion attacks on smart grids.

2.4 Literature Review of Detection Techniques on Smart Grid

For detecting cyber-attacks, machine learning category received more attention from researchers. For example, the
authors of [47] used machine-learning to detect jamming attacks, namely random forest, support vector machine, and
neural network. Their numerical results show that the proposed technique based on random forest achieves high accuracy.
In [48], the authors also used machine learning algorithms to detect social engineering attacks. The technique performs
based on unsupervised learning, which means that there is no previous knowledge about the observed cyber-attacks. They
compared the performance of different machine learning algorithms (support vector machine, biased support vector
machine, artificial neutral, scaled conjugate gradient, and self-organizing map) in terms of reliability, accuracy, and speed.
Their simulations proved that support vector machine give better results compared to other algorithms.

Another study in the literature that exploited machine-learning is detailed in [49]. In this study, the authors highlighted
a concept from statics and economics, named "first difference,” which led them to develop a classifier to detect time
synchronization attacks in the network. Their results show that Artificial Neural Networks (ANN) are the best choice for
detecting these attacks in the network. In [50], the authors used an ANN model to detect MITM attacks and their results
did provide a good detection rate. In [51], the authors used machine learning techniques to detect and locate intruders in
smart grids. The simulation results of this study showed that the proposed method could achieve a good detection rate.
Deep learning techniques has also been used to detect cyber-attacks targeting smart grid infrastructure. For instance, in
[52], the authors proposed ensemble deep learning techniques, using deep neural network (DNN) and decision tree. The
proposed model was evaluated based on the 10-fold cross validation. The evaluation results showed that the proposed
model outperforms other traditional techniques, including random forest, AdaBoost, and DNN.

In [53], the authors applied a deep reinforcement learning based technique to identify the physical tripped line and the
fake outrage line. Another study [54] also employed a deep learning technique, called encoders to reduce dimensions and
feature extraction, followed by an advanced Generative Adversarial Network (GAN) to detect false data injection attacks.

In this study, due to expensive costs of labelling in power systems, the collected data is partially labelled, therefore,
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numerical results show the effectiveness and high rate of accuracy of this model. Another type of Al-based category is
data mining algorithms that can be useful for detecting cyber-attacks in the smart grid.

Fuzzy logic-based methods have also been proposed to effectively detect various attacks in a network. For example,
the authors of [55] proposed artificial immune systems and fuzzy logic in order to detect flooding attacks in a network. In
this study, the aim of using fuzzy logic is to reduce uncertainty whenever there is no clear line between malicious and
legitimate traffic. Another study that applied fuzzy logic in cyber-attack detection is described in [56], in which the authors
developed a detection technique based on fuzzy logic for jamming attacks. This technique uses the clear channel
assessment, bad packet ratio, and received strength signal parameters to detect link loss due to jamming or other causes.
The efficiency of their proposed techniques for constant and random jamming was high.

Other authors [57] combined fuzzy logic with other approaches, such as genetic algorithms and Hidden Markov Model
(HMM), to detect various cyber-attacks. Another important type in Al-based techniques is that of evolutionary algorithms,
which are widely used for global optimizations. One popular instance of evolutionary algorithms is genetic algorithms.
These algorithms can mimic the evolution and natural selection process. In [58], the authors proposed a technique based
on a genetic algorithm that consists of two stages, training and detection. In their work, they applied a genetic algorithm
for reducing the set of features in the detection stage. According to the authors' results, this technique provides a high level
of accuracy for various cyber-attacks in networks.

In [59], the authors also analyzed the impact of genetic algorithms on various machine-learning techniques, such as
SVM, KNN, and ANN. The simulation results show that genetic algorithms and these three machine learning techniques
effectively detect FDIA in smart grids. However, KNN and SVM were found more efficient in detecting these attacks than
some existing techniques. In another work, the authors proposed a hybrid technique based on Genetic algorithms and fuzzy
logic [60]. They developed a multi-objective genetic-fuzzy model for detecting anomalies in networks. The numerical
results show that the proposed method is not suitable for detecting attacks in networks. In [61], the authors also analyzed
a hybrid framework for detecting different cyber-attacks that apply both genetic and fuzzy logic techniques. This method
provided good accuracy and better results compared to some other existing techniques.

In recent years, Reinforcement Learning (RL) techniques have been capable of learning in an environment with an
unmanageable huge number of states to address critical shortcomings of RL. Deep Reinforcement Learning (DRL)
methods, such as Deep Q-Networks (DQN), have been shown to be promising techniques to handling these scenarios by

leveraging DL models during the learning process. For example, the authors of [62] proposed four RL-based approaches,
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namely Deep Q-Network, Double Deep Q-Network, Policy Gradient, and Actor Critic, to detect intrusions in supervised
scenarios. They used a simple neural network as DL model to integrate with Q-network. In [63], the authors proposed a
DRL-based technique adaptive cloud IDS system to classify complex attacks on the network. In [64], the authors also
developed a DQN model, using an automated trial-error approach and continuously enhancing its detection capabilities.
In this study, the authors mostly focused on using feed-forward neural network as DL model in the proposed DQN model.
Another study [65] was conducted to propose anomaly-based IDS using DRL technique. In this study, the authors applied
a simple DQN model to have the ability to self-update the behavior of the network. In [66], the authors proposed a network

IDS using adversarial RL with DQN to detect intrusions on the network.
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Chapter 3
DETECTION METHODOLOGIES

As it was outlined in the previous chapter, the increasing need for detecting intrusion attacks in smart grids stems from
the growing integration of modern technologies into critical infrastructure, such as electrical grids. Smart grids leverage
advanced communication and control systems to optimize energy distribution, enhance grid stability, and enable two-way
communication between utilities and consumers. While these advancements offer numerous benefits, they also introduce
new vulnerabilities and security challenges, making intrusion detection crucial. To detect intrusion attacks in smart grid,
utilities and organizations operating smart grids need to implement robust cyber-security measures. For this purpose,
comprehensive and proactive approaches to detect and classify intrusion attacks is crucial to safeguarding the integrity,
reliability, and security of smart grid operations are required. To contribute to filling this gap, in this chapter, three different
machine learning-based detection techniques, namely supervised, unsupervised, and reinforcement learning models are
discussed. These techniques are investigated to demonstrate their effectiveness to detect and classify intrusions on smart
grids. Additionally, necessary steps in detection process, dataset acquisition, data pre-processing and hyperparameter
tuning techniques are highlighted.

3.1 Attack Detection Procedure Using Machine and Deep Learning

Machine Learning (ML) and Deep Learning (DL) are classified into three main categories, namely Supervised,
unsupervised, and reinforcement learning. These categories represent different approaches to how the learning models are
trained and the type of data they work with. In supervised learning, the algorithm is trained on a labeled dataset, where
each input data point is associated with a corresponding target or label [67]. The goal of the algorithm is to learn a mapping
from inputs to outputs so that it can make predictions or classifications on new, unseen data. An overview of supervised

learning technique is indicated in Figure 3.1.
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Figure 3.1 Supervised Learning Working Flow.

In supervised learning, the workflow for building and training a supervised machine learning model consists of several
key steps, from data acquisition to model optimization, as shown in Figure 3.1. Data acquisition involves gathering the
necessary data (historical data) for detecting and classifying intrusion attacks on smart grid. In data pre-processing step, it
is essential to assess data quality, completeness, and relevance. In fact, this step is a fundamental phase in the learning
pipeline that involves a series of systematic transformations applied to historical data to enhance its quality, relevance, and
compatibility for subsequent analysis. This encompassing process encompasses technigues such as data balancing to
address class imbalance, imputation to handle missing values, normalization to standardize feature scales, and encoding to
convert categorical variables into numerical representations. By carefully curating and refining the data through these steps,
data preprocessing ensures that the resulting dataset is well-structured, representative, and conducive to effective model
training, ultimately fostering improved model accuracy, robustness, and interpretability [67-69].

Next phase, model selection and optimization approach, are integral components of the learning model development
process, aimed at optimizing model performance and generalization. Model selection involves the meticulous evaluation
of diverse algorithms to identify the most suitable one for a specific task, considering factors such as algorithm complexity
and compatibility with the problem domain. Optimization approach (hyperparameter tuning) on the other hand, revolves
around refining the internal settings of a chosen model to achieve optimal results. By iteratively adjusting hyperparameters,
such as learning rates, regularization strengths, and network architectures, practitioners seek to strike a delicate balance
between underfitting and overfitting, ultimately enhancing the model's capacity to capture intricate patterns within the data
while minimizing errors. This intricate interplay between model selection and hyperparameter tuning is pivotal in yielding
models that robustly and accurately generalize to unseen data, thus driving the efficacy of machine learning endeavors

[68].
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Unsupervised learning constitutes a foundational facet of machine learning where the principal emphasis lies in
extracting inherent structures and patterns from unlabeled data. Through a process of autonomous exploration,
unsupervised learning algorithms endeavor to comprehend the underlying relationships and dependencies within the
dataset. This is chiefly achieved through techniques such as clustering, wherein similar data points are grouped together,
and dimensionality reduction, which aims to reduce the complexity of the data while preserving its salient characteristics.
Unconstrained by predefined output labels, unsupervised learning serves as a potent tool for data exploration, visualization,
and feature extraction, enabling the discovery of hidden insights and driving advancements in diverse domains ranging

from data compression to anomaly detection [50]. An overview of unsupervised learning is indicated in Figure 3.2.
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Figure 3.2 Unsupervised Learning Working Flow.

Unsupervised learning encompasses a sequence of distinct phases designed to unveil meaningful patterns from
unlabeled historical data. The initial phase involves data acquisition and data pre-processing, where historical data is
collected and refined to ensure compatibility with subsequent analysis. Following this, the exploration and clustering phase
ensues, where algorithms autonomously identify natural groupings within the data, facilitating the organization of similar
instances into clusters. Simultaneously, dimensionality reduction techniques are employed to compress the data while
retaining essential information. The subsequent phase involves interpreting and validating the results, where domain
expertise aids in comprehending the significance of the identified clusters and reduced dimensions. Throughout these
phases, the iterative and interactive nature of unsupervised learning guides the refinement of analysis parameters and

techniques, culminating in a deeper understanding of the data's underlying structure and potential applications [67-68].

Reinforcement learning constitutes a dynamic branch of machine learning centered on developing and refining
intelligent agents that interact with an environment to attain specific goals. Characterized by the pursuit of sequential
decision-making, reinforcement learning hinges on the concept of an agent receiving feedback through rewards or penalties
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based on its actions. This feedback mechanism guides the agent's learning process, enabling it to iteratively optimize its
decision-making strategy over time. Through a sequence of actions and observations, the agent learns to navigate complex
environments and discern optimal policies that maximize cumulative rewards. Reinforcement learning finds application in
diverse domains, including robotics, game playing, finance, and autonomous systems, embodying a potent paradigm for
imbuing agents with the ability to learn and adapt through interaction [70]. An overview of the reinforcement learning
approach is provided in Figure 3.3.
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Figure 3.3 An Overview of Reinforcement Learning Working Flow.

Reinforcement learning operates through a series of well-defined phases, collectively facilitating the agent's acquisition
of optimal strategies in interacting with an environment. The initial phase entails defining the problem's state space, action
space, and the rules governing transitions between states upon taking actions. The agent then embarks on an iterative
exploration-exploitation process, making decisions based on learned policies and exploring new actions to balance
knowledge acquisition and reward maximization. Through these interactions, the agent receives feedback in the form of
rewards or penalties, enabling it to fine-tune its decision-making over time using techniques such as temporal difference
learning or Monte Carlo methods. The learning process converges as the agent continually updates its value function or
policy, aiming to converge upon an optimal policy that yields the maximum cumulative reward over the long term. This
sequence of phases encapsulates the essence of reinforcement learning, where intelligent agents progressively harness
insights from interactions to evolve strategies that excel in achieving predefined objectives [70].

In the following sections, training data corresponding to intrusion attacks are explained. In addition, descriptions of
different machine, deep, and reinforcement learning algorithms used in this work are provided. Also, different

hyperparameter tuning and optimization techniques are briefly discussed.

3.2 Intrusion Attack Detection

In this section, descriptions of how the training dataset is built, data pre-processing techniques, and how features are

extracted are given.
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3.2.1 Dataset

In this dissertation, the dataset used is known as CICDDoS 2019 [71], created through a collaborative effort between
the Canadian Institute of Cyber-security and the University of New Brunswick. This dataset encompasses over 1 million
samples of authentic traffic and 30 million samples of malicious attacks. This dataset is one of the newest datasets
associated with intrusion attacks [71]. The CICDDoS 2019 contains training data corresponding to 13 different intrusion

attacks, as shown in Table 3.1.

Table 3.1 List of Attacks.

Attacks Number of Samples
Total Normal 5693110
Domain Name System (DNS) 5071011
User Datagram Protocol (UDP) 3134645
Simple Network Management Protocol (SNMP) 5159870
Trivia File Transfer Protocol (TFTP) 20082580
Lightweight Directory Access Protocol (LDAP) 2179930 232
Network Basic Input/Output System (Netbios) 4092937
Microsoft SQL To Server (MSSQL) 5781928
Simple Service Discovery Protocol (SSDP) 2610611
Network Time Protocol (NTP) 1202649
Port Scanning (Portscan) 2312
Simple Service Discovery Protocol (SSDP) 2610611
User Datagram Protocol Link Aggregation (UDP-Lag) 366461
Synchronized Flooding (SYN Flooding) 4444750
Character Generator (Chargen) 232

The intrusion attacks in the given data are classified into the two categories, as presented in Figure 3.4, namely
reflection-based and exploitation-based attacks. In reflection-based attacks, malicious user's identity remains hidden by
using standard third-party devices. These types of attacks primarily operate within application layer protocols, employing
transport layer protocols such as Transmission Control Protocol (TCP), User Datagram Protocol (UDP), or a combination

of both. Noteworthy instances of reflection-based attacks encompass MSSQL, SSDP, DNS, LDAP, NetBIOS, SNMP,

38



PortMap, CharGen, NTP, and TFTP. Exploitation-based attacks are similar to reflection-based attacks, but with slight
differences. Exploitation-based attacks are only triggered by specific features of protocols and bug implementations. In
this case, a malicious user initializes the attack by sending many messages to the victim. Therefore, when the victim replies
to these messages, the malicious user refuses to respond. Ultimately, the victim is exhausted, and no connection can be

continued. The samples of these attacks include SYN Flood, UDP, and UDP Lag attacks [70].
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Figure 3.4 Attack Distribution in CICDDoS 2019.

The CICDDoS 2019 consists of 88 features extracted using CICFlowMeter. In this used dataset, the feature dimension
was reduced to 39, which are considered as the most relevant features in detection process. For instance, several features,
such as Flow ID, Source IP, Destination IP, and Timestamp were removed from the given dataset. In other words, Source
IP and Destination IP do not affect the training of any models, while they may increase the overfitting issues for authentic
and attack signals since they use the same IP address. In this corresponding dataset, the selected features are classified into
the X classes, namely flow-based, packets’ characteristics-based, forward direction-based, backward direction-based, and
time-based. The list of these features along with their abbreviations are provided in Table 3.2.

Table 3.2 Short Descriptions of the Used Features in CICDDoS 2019.

Feature Abbreviations
Forward arrival time total Fwd IAT Total
Packets Length Variance Packet Length Variance
Forward packets Fwd Packets
Forward arrival time mean Fwd IAT Mean
Forward arrival time standard deviations Fwd IAT Std
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Flow arrival time standard deviations Flow IAT Std
Flow arrival time maximum Flow IAT Max
Forward arrival time minimum Fwd IAT Min
Minimum packet length

Min Packet Length

Packet length mean

Packet Length Mean

Backward packet length mean

Bwd Packet Length Mean

Backward packet length standard deviations

Bwd Packet Length Std

Flow arrival time mean

Flow IAT Mean

Flow arrival time minimum

Backward arrival time mean

Flow IAT Min

Bwd IAT Mean

Backward arrival time standard deviations

Bwd IAT Std

Total length of Forward packets

Flow byte(s)

Total Length of Fwd Packets

Flow Bytes

Backward packets

Bwd Packets

Maximum packets length

Total forward packets

Max Packets Length

Total Fwd Packets

Total backward packets

Total Bwd Packets

Forward packet length standard deviations

Fwd Packet Length Std

Backward packet length minimum

Bwd Packet Length Min

Backward arrival time total Bwd IAT Total
Backward arrival time minimum Bwd IAT Min
Flow packet(s) Flow Packets
Flow Duration(s)

Flow Duration

Total Length of Fwd Packet(s)

Total Length of Fwd Packets

Total Length of Bwd Packet(s)

Total Length of Bwd Packets

Backward Packet(s)

Backward Packets

Backward arrival time maximum Bwd IAT Max
Forward arrival time maximum FWD IAT Max
Backward Packet length Maximum

BWD Packet length Max

Forward Packet length Maximum

FWD Packet length Max
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Forward Packet length Mean FWD Packet length Mean

Average Packets Size Average Packet Size
Packet Length standard deviations Packet Length Std
Flow arrival time Mean Flow IAT Mean

3.2.2 Data Pre-Processing

Data pre-processing is a crucial phase in the data analysis pipeline that significantly impacts the quality and
effectiveness of any analytical process. Its importance stems from the fact that raw data collected from various sources
often contain inconsistencies, noise, missing values, and other irregularities that can negatively affect the performance and
reliability of subsequent analyses and models [72]. Data pre-processing, as presented in Figure 3.5, involves a series of
steps aimed at cleaning, transforming, and organizing the data into a suitable format for analysis or modeling.
3.2.2.1 Data Cleaning

Data collected from real-world sources can be messy and contain errors or outliers. Data cleaning involves identifying
and correcting errors, inconsistencies, and inaccuracies in the dataset. This step ensures that the data is reliable and accurate.
Techniques used in data cleaning include removing duplicate entries, handling missing values through imputation, and
identifying and addressing outliers [73-76].
3.2.2.2 Data Transformation

Data transformation is the process of converting data into a more suitable format for analysis or modeling. This can
involve scaling numerical features to a common range, transforming skewed distributions using techniques like logarithmic
or Box-Cox transformations, and encoding categorical variables into a numerical format through techniques like one-hot
encoding or label encoding [73-76]. For normalization of CICDDoS 2019, the standard scalar was used as a normalization

technique that rescales features to unit variance.
3.2.2.3 Handling Categorical Data

Many real-world datasets contain categorical variables, which require special treatment. Categorical variables need to
be converted into numerical values for most analytical and machine learning algorithms [73-76]. One-hot encoding and
label encoding are common techniques used to handle categorical data. For this purpose, all intrusion attacks were encoded

as 1 and normal traffic as 0.
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3.2.2.4 Class Rebalancing and Sample Size Reduction

In classification problems, datasets might have imbalanced class distributions, where one class is significantly more
prevalent than others. This can lead to biased models that perform poorly on underrepresented classes [73-76]. Data pre-
processing methods such as oversampling, under sampling, or generating synthetic samples using techniques can help
balance the class distribution. To provide a balance class in CICDDoS 2019, a random equal number of different intrusion
attacks from CICDDoS 2019 were selected. Since the least amount of normal traffic for one intrusion attack, as shown in
Table 3.2 is 29,808 samples, hence 29,808 attacks samples were selected from the given dataset. As a result, the dataset
consists of 59,616 samples were selected to train, test, and validate machine and deep learning models.

To conclude, data pre-processing is a critical phase that lays the foundation for accurate and effective data analysis and
modeling. By ensuring data quality, transforming variables appropriately, handling categorical data, reducing
dimensionality, and addressing class imbalance, data pre-processing helps create a clean and structured dataset that

enhances the performance and interpretability of subsequent analyses and models [73].

Step 1: Data Step 2: Data Step 3: Handling

Cleaning Transformation Categorical Data
Step 4: Class Data
Rebalancing and Pre-processing
Sample Size Procedure

Figure 3.5 Overview of Data Pre-Processing Steps.

3.2.2.5 Feature Engineering

Feature engineering (known as feature selection) is a critical aspect in machine learning model development, involving
the deliberate process of identifying and choosing a subset of relevant input variables or features from the original dataset.
The primary goal of feature selection is to enhance model performance, reduce computational complexity, and mitigate
the risk of overfitting by eliminating irrelevant or redundant features that may introduce noise or unnecessary complexity
into the modeling process. The importance of feature selection lies in its capacity to improve the interpretability and
generalization of machine learning models. By reducing the number of input features, the model becomes more focused
on the most informative variables, thus simplifying the underlying relationships and making the model's decision-making
process more transparent. Additionally, feature selection can lead to faster training times and improved model efficiency,

which is particularly crucial when dealing with large datasets or computationally intensive algorithms [77].
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Feature selection methods can be broadly categorized into filter, wrapper, and embedded approaches, as presented in
Figure 3.6. Filter methods assess the relevance of features independently of the chosen machine learning algorithm.
Wrapper methods involve training and evaluating the model using different subsets of features to select the most effective
set. Embedded methods, on the other hand, integrate feature selection into the training process of the machine learning
algorithm itself. The choice of method depends on the specific problem and dataset characteristics. Effective feature
selection demands careful consideration of the trade-off between reducing dimensionality and maintaining the relevant
information needed for accurate model predictions. In this dissertation, to identify important features, two techniques of
Pearson’s Correlation Coefficient and Tree feature importance were applied to discard the correlated and low importance

features from the corresponding dataset [78].
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Figure 3.6 Examples of Different Categories of Feature Selection Techniques.
3.2.2.6 Pearson’s Correlation Coefficient
Pearson's correlation coefficient, p, ,, is a statistical measure that quantifies the strength and direction of a linear
relationship between two continuous variables. It assesses how well the data points of two variables fit a straight line,
indicating the degree of association between them. Pearson's correlation coefficient ranges between -1 and +1, where -1
represents a perfect negative correlation, +1 represents a perfect positive correlation, and 0 indicates no linear correlation

between the variables [77, 78]. This technique is shown as:

_ Ccov(XYy) _E[(X—px)(Y-uy)]
Px,y - ox0y - ox0y (1)

where COV (X,Y) is the covariance of X and Y, and oy and oy are the deviations of X and Y, respectively. In this
dissertation, two variables were considered highly correlated when their correlation coefficient is higher than 0.9. Therefore,
when the correlation between two variables is greater than 0.9, one of the features is removed from the given benchmark.
3.2.2.7 Tree Feature Importance

In this dissertation, a tree feature importance was used to present the importance of the used feature in the given dataset

and discard the low importance features from the dataset. This technique involves using the Gini importance metric to
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assess the significance of different features and subsequently eliminate those that are considered irrelevant for the task at
hand. The Gini importance is a measure of how much a particular feature contributes to the overall reduction in impurity
(Gini impurity) as decision nodes split in a tree-based model. Tree-based feature importance consists of several algorithms,
namely decision trees, random forests, or gradient boosting machines, which are designed to automatically determine
feature importance during the model-building process. The Gini importance provides a quantifiable way to rank the
features based on their contribution to making accurate predictions based on random forest. This ranking reflects the extent

to which each feature helps differentiate between different classes or outcomes within the dataset [77].

In this dissertation, the Gini importance is used to assess the relevance of each feature in relation to the target variable.
Features with a Gini importance score below 0.01 are considered to have minimal impact on the model's predictive
performance. As a result, these features are deemed less influential in distinguishing between different classes or outcomes
and are thus considered candidates for removal. By discarding features with Gini importance scores below the specified
threshold, the dataset is refined to include only those features that make a more meaningful contribution to the model's
accuracy. The removal of these less impactful features serves to simplify the model, reduce noise, and potentially enhance
its interpretability. Importantly, this feature selection process is carefully designed to not significantly impact the model's
efficiency, ensuring that its predictive capabilities remain intact while achieving a more streamlined and focused
representation of the data [79].

3.3 Machine and Deep Learning

In this section, supervised and unsupervised machine learning and deep learning techniques are discussed in detail.
3.3.1 Supervised Learning Models

Supervised learning models are a fundamental category of machine learning algorithms that learn from labeled training
data to make predictions or decisions about new, unseen data. In supervised learning, the algorithm learns from the
relationship between input features and corresponding target outputs provided in the training dataset [80]. These models
encompass two primary types of tasks, namely classification and regression. Classification involves predicting a
categorical or discrete label. Algorithms like logistic regression, decision trees, support vector machines, and neural
networks are commonly used for classification tasks. For example, a classification model can predict whether an email is
spam or not spam. In contrast, regression focuses on predicting continuous numerical values. Linear regression, polynomial

regression, decision trees, and neural networks are often used for regression tasks. An example could be predicting the
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price of a house based on its features like area, number of bedrooms, and location. In this dissertation, only classification

models were focused. The list of these models along with a short description are provided in the following:

3.3.1.1 Traditional Machine Models

Traditional machine learning models are fundamental algorithms used to build predictive models by learning patterns
and relationships from data. These models have been established in the field for a considerable time and are widely applied
to various problems. They operate within the framework of supervised learning, where they learn from labeled training
data to make predictions or classifications on new, unseen data [80-86]. Short descriptions of the traditional models that

were used in this dissertation is outlined as follows:

3.3.1.1.1 Support Vector Machine

A Support Vector Machine (SVM) is a powerful and versatile supervised machine learning algorithm primarily used
for classification and regression tasks. It works by finding an optimal hyperplane that best separates different classes or
predicts continuous values. In the context of classification, an SVM aims to find the hyperplane that maximizes the margin

between two classes. The margin is the distance between the hyperplane and the closest data points of each class [81].

SVMs can handle linear and nonlinear separable data by using different techniques, namely linear SVM and non-linear
SVM. When data can be separated by a straight line or plane, a linear SVM finds the best-fitting hyperplane that separates
the classes while maximizing the margin. For complex data that can't be separated linearly, SVMs use the kernel trick.
This involves transforming the original feature space into a higher-dimensional space where the classes become separable
by a hyperplane. SVMs also offer a unique property known as the "soft-margin" approach. This allows some
misclassification to occur, accommodating noisy data or overlapping classes. The trade-off between maximizing the
margin and allowing misclassification is controlled by the hyperparameter called the "C" parameter. SVMs have gained
popularity due to their ability to handle high-dimensional data, few support vectors, and the kernel trick for nonlinear
patterns. They are used in various domains like image classification, text categorization, bioinformatics, and finance.
However, SVMs can be sensitive to the choice of kernel and require careful tuning of hyperparameters to achieve optimal

results [82].

3.3.1.1.2 Decision Tree
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A Decision Tree is a fundamental machine learning algorithm used for both classification and regression tasks. It
operates by recursively partitioning the data into subsets based on the values of input features, ultimately making decisions
or predictions. The process of building a decision tree involves several steps, namely root node, splitting, child nodes, and
leaf nodes. In root node, the algorithm selects the feature that best separates the data based on a certain criterion (e.g., Gini
impurity or information gain). This feature becomes the root node of the tree. The data is divided into subsets based on the
values of the chosen feature at the root node. Each subset corresponds to a branch leading to a child node.

In child node, the algorithm repeats the process of selecting the best feature and splitting for each child node, creating
further branches in the tree. This recursive process continues until a stopping criterion is met, such as reaching a maximum
depth or a minimum number of instances in a node. The final nodes in the tree are called leaf nodes and represent the
predicted class or value. In the case of classification, the majority class in a leaf node is assigned as the prediction. In
regression, the mean or median of the target values in the leaf node is used as the prediction [83].

Decision Trees are known for their interpretability, as they allow you to visualize the decision-making process.
However, they tend to overfit the data, capturing noise and outliers. To mitigate this, techniques like pruning and using
ensembles like Random Forests are often employed. Despite their limitations, decision trees are valuable for understanding
data relationships, creating simple models, and serving as building blocks for more complex algorithms [81].

3.3.1.1.3 Logistic Regression

Logistic Regression is a fundamental statistical and machine learning algorithm used primarily for binary classification
tasks. Despite its name, logistic regression is a classification algorithm, not a regression algorithm. It estimates the
probability that a given input instance belongs to a particular class. The main idea behind logistic regression is to model
the relationship between the input features and the probability of an instance belonging to a certain class. The output of
the logistic regression model is a probability score between 0 and 1. To convert this probability score into a class prediction,
a threshold (usually 0.5) is chosen. If the predicted probability is above the threshold, the instance is classified as one class;
otherwise, it's classified as the other class [83].

Logistic regression employs the logistic function (also known as the sigmoid function) to model the relationship
between the input features and the predicted probability. The logistic function transforms any input into a value between
0 and 1, which is interpreted as the probability of an instance belonging to the positive class. The algorithm learns the

optimal coefficients (weights) for each feature through a process called optimization, often using techniques like gradient
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descent. These coefficients are used to calculate the log-odds (logarithm of the odds ratio) of an instance belonging to the
positive class.

Logistic regression is straightforward to implement, interpretable, and works well when the relationship between input
features and the log-odds is roughly linear. It's commonly used in applications such as email spam detection, medical
diagnosis, credit scoring, and many other binary classification tasks. Extensions like multinomial logistic regression allow
for multiclass classification, making logistic regression a versatile and widely used algorithm in machine learning [80-83].

3.3.1.1.4 K-Nearest Neighbor

K-Nearest Neighbor (KNN) is a straightforward machine learning algorithm used for classification and regression tasks.
In KNN, the prediction for a new data point is based on the majority class (in classification) or the average value (in
regression) of its K closest neighbors in the training dataset. This algorithm operates under the assumption that similar data
points tend to have similar outcomes. To make a prediction with KNN, the algorithm calculates the distances between the
new data point and all data points in the training set.

The K data points with the shortest distances to the new point are considered its nearest neighbors. For classification,
the most common class among these neighbors becomes the predicted class for the new point. For regression, the algorithm
averages the target values of the K neighbors to predict the new point's value. However, choosing the appropriate value of
K is crucial, as a small K might lead to noisy predictions, while a large K can blur class boundaries. KNN is a simple
algorithm to grasp and implement, though it might struggle with high-dimensional data and requires careful consideration
of distance metrics and K value for optimal results [84].

3.3.1.1.5 Naive Bayes

Naive Bayes is a probabilistic machine learning algorithm often used for classification tasks. It is based on Bayes'
theorem, which calculates the probability of an event occurring given the probabilities of related events. Naive Bayes
assumes that the features describing an instance are independent of each other, even though this might not be the case in
reality. Despite this simplification, Naive Bayes can be surprisingly effective. In Naive Bayes, for a new instance, the
algorithm calculates the probability of each class based on the features associated with that instance. It then selects the
class with the highest probability as the predicted class for instance. This is done by multiplying the probabilities of each
feature belonging to a particular class. Despite its simplicity and the "naive" assumption of feature independence, Naive

Bayes often works well for text classification, spam detection, and other applications where the feature independence
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assumption is reasonable. However, its performance might suffer when dealing with highly correlated features or cases
where feature independence does not hold [85].
3.3.1.2 Ensemble Machine Models

Ensemble learning is a machine learning technique that aims to enhance the predictive performance and robustness of
models by combining the outputs of multiple individual models. It leverages the concept that a group of models, when
aggregated, can often make more accurate predictions than any individual model. In ensemble learning, various strategies
are employed to create a diversified set of models. These strategies include training models on different subsets of the
dataset (bagging), iteratively adjusting models to focus on previously misclassified instances (boosting), or using a meta-
learner to combine the predictions of different models (stacking). By harnessing the strengths of different algorithms or
settings, ensemble learning can effectively capture complex patterns, mitigate overfitting, and enhance generalization
capabilities. Ensemble learning is widely used across various domains and has proven to be particularly beneficial in
scenarios where individual models might struggle due to noisy data, limited predictive power, or the presence of outliers.
The overall predictive accuracy and stability achieved through ensemble learning make it a valuable technique for
improving the reliability and effectiveness of machine learning models [86]. In the following different types of ensemble
models are described briefly.

3.3.1.2.1 Bagging

Bagging or Bootstrap Aggregating is a prominent ensemble learning technique designed to enhance the performance
and robustness of machine learning models. In bagging, a diverse set of models is created by training multiple instances
of the same base learning algorithm on different subsets of the training data. These subsets are generated through random
sampling with replacement, allowing each subset to have instances that might appear more than once or not at all. Each
model in the bagging ensemble is trained independently on its respective subset, leading to a collection of models that have
been exposed to different portions of the data.

To make predictions, the outputs of these individual models are combined, often through a process of averaging (for
regression tasks) or voting (for classification tasks). This combination of predictions helps to alleviate the impact of outliers
and reduces variance, resulting in a more stable and accurate overall prediction. Bagging is particularly effective when
dealing with high-variance algorithms, like decision trees, that tend to overfit the training data. By creating an ensemble

of such models and then aggregating their predictions, bagging mitigates overfitting and improves the ensemble's ability
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to generalize to new, unseen data. This technique has applications in various fields, providing a powerful tool to enhance
the reliability and performance of machine learning models [80-86].
3.3.1.2.1.1 Random Forest

Random Forest is a widely used and powerful ensemble learning method that extends the concept of bagging. It's
particularly effective for improving the accuracy, stability, and generalization of machine learning models. Random Forest
builds upon decision trees, a common base model in machine learning. In a Random Forest, multiple decision trees are
generated, each trained on a different subset of the training data using the bagging technique.

However, there's an additional layer of randomness introduced during the construction of each decision tree. During
the process of splitting nodes in the tree, instead of considering all features, Random Forest randomly selects a subset of
features to make the best split at each node. This introduces diversity among the trees, ensuring they capture different
aspects of the data. When making predictions with a Random Forest, the outputs of all individual trees are combined. For
regression tasks, the predictions are often averaged, and for classification tasks, the class with the most votes across all
trees is selected. The aggregated prediction benefits from the wisdom of multiple trees, which collectively yield a more
accurate and robust result [80-82].

Random Forests offer several advantages, including the ability to handle high-dimensional data, noisy data, and
complex relationships. They are less prone to overfitting compared to a single decision tree, making them a popular choice
across various domains, from finance to healthcare and beyond. Their ease of use, ability to capture intricate patterns, and
capability to deal with both numerical and categorical features make Random Forests a valuable tool in the machine
learning toolbox.

3.3.1.2.2 Boosting

Boosting is an ensemble learning technique aimed at improving the performance of machine learning models by
sequentially refining their predictive abilities. Unlike other ensemble methods that create independent models, boosting
focuses on iteratively improving a base model's weaknesses. Boosting begins by training a base model on the entire training
dataset. The subsequent models, referred to as weak learners, are trained to emphasize the instances that the previous
models struggled with. In each iteration, the weak learner is trained on a modified version of the training data, where the
weights of the misclassified instances are increased. This iterative process allows the ensemble to increasingly focus on
the more challenging examples. As the boosting process continues, the individual weak learners are combined to form a

strong learner that effectively corrects errors made by its predecessors.

49



During the prediction phase, each weak learner contributes a weighted vote or prediction, and their collective output is
combined to produce the final prediction. The combination of these weighted predictions results in a boosted model that
significantly improves accuracy, particularly when dealing with complex data distributions or noisy datasets [80-86]. In
this dissertation, several boosting algorithms were used, namely Gradient Boosting, Categorical Boosting, Light Gradient
Boosting, and Adaptive Boosting, as described as below:
3.3.1.2.2.1 Gradient Boosting

Gradient Boosting is a boosting ensemble technique that is designed to create powerful predictive models by iteratively
refining the predictions of a base model. Gradient Boosting is especially effective in improving the accuracy and predictive
performance of models for various tasks like regression and classification. In Gradient Boosting, the process begins with
an initial model, often a simple one like a decision tree with shallow depth, which is called a weak learner. This weak
learner is trained on the training dataset to make predictions. However, unlike traditional boosting techniques that directly
modify instance weights, Gradient Boosting focuses on the model's errors.

In each iteration, a new weak learner is trained to predict the residual errors (the differences between the actual
outcomes and the predictions of the current ensemble). The weak learner is built to minimize these residual errors using
gradient descent optimization. The ensemble then incorporates the predictions of this new model, adjusting the weights of
the existing models' predictions to correct for the remaining errors.

By repeating this process over several iterations, the ensemble continually reduces the errors and refines its predictive
capabilities. The final prediction is achieved by aggregating the predictions of all the weak learners, with each prediction
being weighted according to its contribution to reducing the overall errors. Gradient Boosting is highly flexible and can
work with a variety of base models, including decision trees and linear regression. Due to its iterative error-correction
process and adaptive learning, Gradient Boosting excels at capturing complex relationships within data, effectively
handling noisy data, and producing models with superior predictive accuracy. It is widely used in machine learning
competitions and real-world applications across industries [80-86].

3.3.1.2.2.2 Categorical Boosting

Categorical Boosting is a specialized technique within the realm of machine learning that specifically caters to datasets
containing categorical features. Categorical features are attributes that take on discrete values representing different
categories or labels, as opposed to continuous numerical values. In traditional machine learning algorithms, dealing with

categorical features can be challenging because they require numerical inputs. Categorical Boosting algorithms have been
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developed to effectively handle these types of features. These algorithms implement strategies, such as target encoding,
one-hot encoding, and ordinal encoding to transform categorical variables into numerical representations that can be used
by gradient boosting algorithms.

This transformation process enables the algorithm to harness the predictive power of categorical features without losing
their inherent meaning. By understanding and effectively utilizing categorical features, Categorical Boosting algorithms
enhance the accuracy of predictions, particularly in scenarios where categorical attributes play a crucial role in making
informed decisions. This specialized approach ensures that gradient boosting techniques can be applied to a broader
spectrum of datasets, leading to improved performance and more accurate predictive models [83].
3.3.1.2.2.3 Light Gradient Boosting

Light Gradient Boosting (LightGBM) is a high-performance and efficient gradient boosting framework that has gained
significant popularity in the field of machine learning. It is designed to handle large datasets, complex relationships, and
categorical features while delivering fast training speeds and competitive predictive accuracy. LightGBM improves upon
traditional gradient boosting algorithms by introducing innovative techniques such as the Gradient-based One-Side
Sampling (GOSS) and Exclusive Feature Bundling (EFB). These techniques optimize the sampling of data instances and
the grouping of features, resulting in faster training times and reduced memory usage [80-86].

One of LightGBM's key features is its ability to handle categorical features without the need for one-hot encoding. It
implements a unique "Histogram-based Learning" approach, which discretizes continuous values into discrete bins,
allowing it to directly work with categorical data. This not only saves memory but also preserves the interpretability of
categorical features. Moreover, LightGBM employs a leaf-wise tree growth strategy, which constructs trees by splitting
the leaf with the maximum gain in predictive accuracy. This approach often leads to shallower trees and better model
performance. Additionally, LightGBM provides options for handling class imbalance and custom loss functions, allowing
for fine-tuning to specific problem domains. The combination of these innovations makes LightGBM well-suited for a
wide range of machine learning tasks, including classification, regression, and ranking. Its speed and efficiency make it a
popular choice for both practitioners and researchers who aim to achieve accurate predictions with minimal computational

resources [86].
3.3.1.2.2.4 Adaptive Boosting

Adaptive Boosting, commonly known as AdaBoost, is a powerful ensemble learning technique that focuses on

iteratively improving the performance of weak learners to create a strong predictive model. AdaBoost is particularly
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effective in enhancing the accuracy of models for classification tasks, making it a widely used technique in machine
learning. The core idea behind AdaBoost is to sequentially train a series of weak learners, which are models that perform
slightly better than random guessing. In each iteration, the weak learner is trained on a modified version of the training
data, where the emphasis is placed on the instances that were misclassified by previous models. This adaptive approach
ensures that subsequent models pay more attention to the challenging instances, gradually improving the ensemble’s overall
accuracy.

During the final prediction phase, the outputs of all weak learners are combined to produce the ensemble's prediction.
Each weak learner's contribution is weighted based on its accuracy, with more accurate models having a greater influence
on the final decision. This weighting mechanism enables AdaBoost to give higher importance to the models that perform
better on difficult examples. AdaBoost is particularly effective at handling complex data distributions, reducing both bias
and variance. It works well with a variety of base classifiers, such as decision trees, and can adapt to different problem
domains by using appropriate weight adjustments.

However, it is important to note that AdaBoost can be sensitive to noisy data and outliers, as these instances receive
increased emphasis during training. In summary, AdaBoost is a dynamic ensemble technique that iteratively enhances the
predictive power of weak learners by focusing on instances that are harder to classify. Its ability to adapt and learn from
mistakes, combined with its improved overall accuracy, makes it a valuable tool in the machine learning toolkit [80-86].

3.3.1.2.3 Stacking

Stacking, a sophisticated ensemble learning technique, involves combining the predictions of multiple diverse models
through a two-level process to create a more robust and accurate predictive model. Stacking goes beyond basic ensemble
methods by utilizing the strengths of individual models and leveraging their collective intelligence. In the first level, a
variety of base models are trained on the same dataset. These models can be different algorithms or even the same algorithm
with different hyperparameters. Each model learns unique patterns and captures distinct information from the data. Once
trained, these base models make predictions on the same set of data. In the second level, a meta-learner, often referred to
as the "stacker," is trained on the predictions made by the base models. The stacker learns how to optimally combine these
predictions to produce the final ensemble prediction. This higher-level model can be a simple linear regression, a decision
tree, or any other algorithm that learns from the base models' outputs [79-80].

Stacking aims to exploit the complementary strengths of different models and to improve overall predictive

performance. By combining models with diverse perspectives, stacking can often achieve higher accuracy than any
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individual model. It's worth noting that stacking requires careful tuning and validation to avoid overfitting, as both base
models and the stacker need to generalize well to new data. Stacking is particularly useful when dealing with complex
problems where no single model excels. It can also handle a wide range of data types, making it versatile in various domains
such as image recognition, natural language processing, and financial forecasting. While more complex to implement than
some other ensemble methods, stacking's potential for significant performance improvement justifies its popularity in
advanced machine learning scenarios [85-86].
3.3.1.3 Deep Learning

Deep supervised learning-based models are one of the main categories of deep learning models that use a labeled
training dataset to be trained. These models measure the accuracy through a function, loss function and adjust the weights
till the error has been minimized sufficiently. Among the supervised deep learning category, three important models are
identified, namely Deep neural networks, convolutional neural networks, and recurrent neural network-based models [70-

73]. In the following, these categories along with their used models in this dissertation are discussed.

3.3.1.3.1 Artificial Neural Network

Acrtificial Neural Network (ANN) is a computational model composed of interconnected units, or neurons, organized
in layers. It consists of an input layer that receives data, one or more hidden layers that process information, and an output
layer that produces results. Each neuron is associated with a weight that represents the strength of its connection to other
neurons. During training, these weights are adjusted iteratively to minimize the difference between the network's
predictions and the actual target outputs, typically utilizing a process called backpropagation. This involves calculating the
gradient of the error and updating the weights in reverse order, allowing the network to learn relationships and patterns
within data [85-91].

ANNSs are versatile tools used in various machine learning tasks, from classification and regression to complex tasks
like image recognition and natural language processing. Their architecture flexibility, along with different neuron
activation functions and network topologies, allows them to model intricate relationships in data. The network's ability to
generalize from training data to new, unseen data makes ANNs powerful tools in modern Al, enabling them to capture
intricate patterns and perform tasks that are challenging to address using traditional programming approaches. One of the

known ANN-based models is Deep Neural Network, which discussed in the following:
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3.3.1.3.1.1 Deep | Neural Network

Deep Neural Networks (DNNSs) are one type of ANN-based models, which are characterized by multiple hidden layers
between the input and output layers, as shown in Figure 3.8. These layers, often referred to as the "deep" layers, allow
DNNs to model increasingly complex and abstract representations of data. Each layer consists of interconnected neurons,
and the connections between neurons have associated weights that are adjusted through training. DNNs leverage a
hierarchy of learned features, enabling them to automatically extract intricate patterns and features from input data.
Training DNNs typically involves backpropagation, where errors are propagated backward through the layers to update
the weights and fine-tune the network's performance.

DNNs have demonstrated remarkable success in various domains, including image and speech recognition, natural
language processing, and more. Their ability to learn hierarchical representations of data has fueled breakthroughs in
research. However, the increased depth and complexity of DNNs demand significant computational resources for training
and can be susceptible to issues like vanishing gradients and overfitting. Nonetheless, these challenges have led to the
development of techniques like batch normalization, skip connections, and various regularization methods, contributing to

the ongoing advancements in deep learning and its applications [90-93].
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Figure 3.7 Architecture of DNN.

3.3.1.3.2 Convolutional Neural Network

Convolutional Neural Network (CNN) has become increasingly popular in a number of fields, including security. A
main advantage of such networks is the low number of parameters compared to other types of neural networks, such as
ANNSs. Another important characteristic of CNNs is that they can extract abstract information when their input data grows
into deeper layers. The basic architecture of CNN is shown in Figure 3.8. This architecture typically consists of several
convolutional layers, pooling layers, and fully connected layers. Convolutional operations are one of the main elements of
CNN. The sparse connection and weight sharing strategy in CNN guarantee high computational efficiency and robustness.

In a convolutional layer, given an input containing one or more sets of 1-D feature matrix, the output feature matrix of this
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layer is created by convolution with multiple sets of convolution kernels [74-75]. This convolution operation can be
expressed as follows:

xf = F(Tizwl * xi7t + b) )

Where ij is the jth output feature map of convolution layer L, * is the convolution operation used for the ith feature

matrix x*~* of the input layer L-1 and the corresponding jth convolutional kernel w), b* denotes an additional bias

iy b
matrix, , and F(.) is a nonlinear activation function for each feature mapping value. The activation functions usually are

hyperbolic Tangent, sigmoid, and Rectified linear unit (ReLu).

The operation of the pooling layer permits the training parameter to be moderately reduced and ensures the spatial
invariance of the feature map, resulting in prevention of overfitting. Generally, the pooling layer can reduce the size of the
convolved feature map with the aim of reducing the computational cost. This process can be performed by reducing the
connections between layers while the pooling layer can independently perform on every feature map. The pooling
operations have several types: MaxPooling, AveragePooling, and SumPooling. MaxPooling can take the largest element
of the feature map, whereas AveragePooling can calculate the average of the elements in a feature map.SumPooling can
calculate the total sum of the elements in the feature map. In this study, we use the MaxPooling operation as it provides

better results than the other pooling types.

In CNN, the last several layers are usually connected by fully connected layers (FC) to classify features. In these
layers, the output matrix is flattened into a vector. After weighted summation and nonlinear activation, the output xX+2

can be expressed as follows:

L+2 —

X G[(WL+2)TXL+1 + bL+2] (3)

Where wt*2 is the weight matrix of the fully connected layer, h*2 is the bias vector, and o(.) is a nonlinear activation
function, such as Tanh or ReLu. Finally, CNN uses a SoftMax function to learn any kind of continuous and complex
relationship between network variables In this study, there are two FC layers, where the classification process takes place.
CNN faces a critical challenge in preventing overfitting. The dropout technique is used here, where a few neurons are
dropped from the neural network during the training process. A constant dropout rate of 0.7 is found adopted, which

provides the optimum predictions [95].
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Figure 3.8 Architecture of CNN.

3.3.1.3.2.1 Alex Neural Network

AlexNet is a convolutional neural network (CNN) architecture that played a pivotal role in advancing the field of deep
learning, particularly in computer vision tasks like image classification. The architecture of AlexNet consists of multiple
convolutional layers that learn hierarchical features from raw pixel values, as shown in Figure 3.9. It includes Rectified
Linear Unit (ReLU) activation functions to introduce non-linearity and employs max-pooling layers to down-sample the
learned features while preserving important information. One of the key innovations of AlexNet was its use of dropout, a
regularization technique that helps prevent overfitting by randomly "dropping out” a fraction of neurons during training.
The network also introduced the concept of using GPUs (Graphics Processing Units) to accelerate deep learning
computations, which significantly sped up training times [96-97]. Overall, AlexNet's success marked a turning point in the
use of deep neural networks for image recognition tasks, paving the way for more advanced architectures and models in

the years that followed.
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Figure 3.9 Architecture of AlexNet.

3.3.1.3.2.2 Densely Connected Neural Network

Densely Connected Neural Network (DenseNet) is a deep learning architecture that has gained prominence for its

innovative approach to information flow and feature reuse within neural networks. Created to address the vanishing
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gradient problem and enhance training efficiency, DenseNet introduces the concept of dense connections between layers,
where each layer is directly connected to every subsequent layer in a feedforward manner. A basic architecture of this
model is presented in Figure 3.10. The DenseNet model is a type of convolutional neural network, which uses a dense
connection among layers via dense blocks. This model architecture is divided into several dense blocks, where the features’
dimensions are constant within a block, however, the layers between dense blocks, known as transition layers, perform the

down sampling, using batch normalization, convolutional layers, and loss functions [96-98].

DenseNet has four forms, DenseNet-121, 169, 201, and 264. They have the same characteristics, but different numbers
of layers. For instance, in DenseNet with 121 layers, each layer is connected to the remaining layers in a feed-forward
manner. This model consists of four dense blocks, three transition layers, and final 121 layers. These final layers consist
of 117 convolutional layers, 3 transition layers, and 1 classification output layer. Each convolutional layer corresponds to
a set sequence of operations, such as batch normalization and Rectified Linear Unit function. The classification output
layer involves several operations, regularization L2-norm, global average pooling, and SoftMax. DenseNet-169 has 165
convolutional layers, 3 transition layers, and 1 classification output layer, while DenseNet-201 consists of 197

convolutional layers, 3 transition layers, and 1 classification output layer [96-98].

DenseNets exhibit impressive performance in various computer vision tasks, such as image classification and object
detection, due to their ability to capture intricate patterns and exploit shared information effectively. Additionally, they
address common issues like overfitting by encouraging feature diversity and enabling more efficient gradient flow. This
innovation in architecture has contributed to the advancement of deep learning models and their applications across

different domains [99].
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Figure 3.10 Architecture of DenseNet.

3.3.1.3.2.3 Residual Neural Network

Residual Neural Network (ResNet) is one of the most known within ResNet family that can accelerate the speed of
training, increase the network's depth without requiring any parameters, and decrease the effect of vanishing gradient
problems. The core idea of ResNet revolves around residual blocks, as illustrated in Figure 3.11, which enable the network
to learn residual mappings instead of attempting to directly learn the desired underlying mapping. This is achieved by
introducing "skip connections" or "identity shortcuts" that allow the network to learn and optimize the difference between
the desired output and the current layer's output. These skip connections help prevent the vanishing gradient problem,
which can hinder training in very deep networks. ResNet's architecture consists of multiple residual blocks stacked together,

each containing convolutional layers and skip connections.

By utilizing these residual blocks, ResNet models can extend to hundreds of layers while maintaining the ability to
efficiently train and converge. This architectural innovation has led to significant improvements in image classification,
object detection, and other computer vision tasks. ResNet's impact on the field of deep learning is profound, as it introduced
a practical solution for training exceptionally deep neural networks and paved the way for subsequent advancements in
network architecture design. ResNet-50 is a member of the ResNet family with a 50-layer residual network consisting of
48 convolutional layers, 2 max-pooling layers, and 3.8 x 10° floating points operations. As shown, the ResNet-50

architecture consists of the following elements:

e A convolution with a kernel size of 7 x 7 and 64 different kernels of size 2 and a Max pooling with a size of 2,

resulting in layer 1.
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In the convolution layer 2, therearea 1 x 1 with a kernel size of 64, 3 x 3 with akernel sizeof64and 1 x 1
with a kernel size of 64, resulting in 9 layers.

In the convolution layer 3, therearea 1 x 1 with a kernel size of 64, 3 x 3 with a kernel sizeof64and 1 x 1
with a kernel size of 64, resulting in 12 layers.

In the next convolution layer 4, there are a 1 x 1 with a kernel size of 64, 3 x 3 with a kernel size of 64 and
1 x 1 with a kernel size of 64, resulting in 18 layers.

In the next convolution layer 5, there are a 1 x 1 with a kernel size of 64, 3 x 3 with a kernel size of 64 and
1 x 1 with a kernel size of 64, resulting in 9 layers.

In the last layer, there are an average pooling with a kernel size of 7 x 7, a fully connected layer with 1000

nodes, and a SoftMax function [65-77].
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Figure 3.11 Architecture of ResNet.

3.3.1.3.2.4 Capsule Neural Network

The basic Capsule Neural Network (CapsNet) architecture is shown in Figure 3.12. This architecture is a novel type of
neural network, which uses a vector-in and vector-out to transmit information. Unlike the traditional neural network that
are embedded with scalar neurons, the typical information unit in capsule network is a vectorized capsule that consists of
multiple scalars. Each capsule has different features with particular characteristics. These characteristics can have
particular pre-defined parameters, such as position, size, direction, velocity, reflectivity, and texture. The module length
of a capsule also provides special meaning, such as probability of the feature existence. CapsNet has three important layers,
namely convolutional layer, primary capsule layer, and digit capsule layer. The convolutional layer is used to extract the

primary features from the input.
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The primary capsule layer presents the convolution process and the process of constructing the capsules. The
convolution product is reformed into a capsule with a particular length to get the primary features in the vectorized form.
The primary capsule layer transfers characteristic information to digit capsule layer through a dynamic attention routing
approach. The number of capsules in this layer is the number of classification and the length of the capsules presents the
probability of the classifications. In addition, two main functions, attention and Squashing functions, in CapsNet are briefly

discussed [94].

An attention function is integrated into the model to make the classification model focus on the main critical and
distinguishable information for the classification results. In other words, these functions are mainly used to find the
information that has the most important and relevant information, helping the network to focus on specific parts of the data
rather than the entire data. The attention function can also help distinguish the best features corresponding to the target
variables. This function involves mapping a vector with key-value pairs to the output vector. It is worth mentioning that
the attention function can be different in different types of capsule networks. For instance, in CapsNet, a traditional
attention function is applied to the model. In such function, the capsules attempt to find an agreement in high dimensional

space; hence, low level capsules vote for higher level capsules, which is computationally expensive [95].

The CapsNet architecture uses the length of the output vector to show the probability of a feature's existence. Therefore,
a compression function is required to narrow the length of the capsules between 0 and 1 [80]. A function, squashing
function, makes the long vector length close to 1 and short vector length to 0, while the direction of the vector is unchanged

and calculated as following:

) o sl s
V; = squash (s;)= 1+ ||5].||2 lls; 1 )

where V; is the output vector of capsule j, s; is the jth capsule after dynamic routing, and ||.|| means 2 norm. In addition,
the vectorized feature transfer methods of CapsNet can extract the information, while it defines a substantial computational
overhead. Additionally, it premises the CapsNet architecture to work effectively with sufficient features, which highly
depends on the first few neural layers of the model. Thus, these challenges, computational overhead and performance
dependency on first few layers, motivated us to develop other DL models based on capsule architecture to solve the

limitations of CapsNet and CNN [95-100].
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Figure 3.12 Architecture of CapsNet.
3.3.2 Unsupervised Learning Models

Unsupervised learning models are a category of machine learning algorithms that aim to uncover patterns and structure
in data without the use of labeled target outputs. Unlike supervised learning, where the algorithm is trained on input-output
pairs, unsupervised learning operates solely on input data. The primary goal of these models is to reveal underlying
relationships, groupings, or representations within the data.

One common approach in unsupervised learning is Clustering, where the algorithm groups similar data points together
into clusters, with the aim of maximizing intra-cluster similarity and minimizing inter-cluster similarity. This can help in
discovering natural groupings within the data. Another key concept is Dimensionality Reduction, which involves reducing
the number of features (dimensions) in the data while retaining its essential information.

This can help in visualizing high-dimensional data, speeding up processing, and mitigating the curse of dimensionality.
In summary, unsupervised learning models play a crucial role in exploring and understanding data without the need for
labeled examples. They are applied in diverse areas such as customer segmentation, image compression, anomaly detection,
and more, contributing to a deeper comprehension of the inherent structure within complex datasets [100-104]. In this
dissertation, several unsupervised traditional and neural network-based models were investigated, as follows:
3.3.2.1 Traditional Models

Traditional unsupervised learning models are foundational techniques used to uncover patterns, structures, and
relationships within data without relying on labeled outputs. These models have been widely used in various fields to
extract meaningful insights from datasets. Two prominent types of traditional unsupervised models are clustering and
dimensionality reduction. These traditional unsupervised models are foundational tools for understanding data's intrinsic
properties and organizing it in meaningful ways. They've been applied in various domains, such as customer segmentation,

document clustering, image compression, and more. However, with the advent of deep learning and advanced techniques,
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traditional methods are often complemented or extended by newer approaches that can capture more complex patterns and
relationships in data [100-104].

3.3.2.1.1 K-means

K-means clustering is an unsupervised machine learning algorithm used for grouping a collection of data points into
distinct clusters. The K in K-means represents the number of clusters that the algorithm aims to identify within the dataset.
The algorithm operates through iterative steps: it starts by randomly placing K cluster centroids in the data space. In each
iteration, data points are assigned to the nearest centroid, forming clusters. The centroids are then recalculated based on
the data points in each cluster. This process continues until the centroids stabilize or a predefined number of iterations is
reached.

K-means seeks to minimize the sum of squared distances between data points and their assigned cluster centroids.
The resulting clusters represent groups of similar data points, and the centroids act as representative points for these clusters.
While K-means is efficient and widely used, it has limitations like sensitivity to initial centroid placement and assumptions
about cluster shapes. Despite these constraints, K-means remains a fundamental tool for tasks like customer segmentation,
image compression, and data organization, offering a straightforward way to uncover patterns and structure within data
without the need for labeled examples [100-102].

3.3.2.1.2 Principal Component Analysis

Principal Component Analysis (PCA) is an unsupervised model that is used in data analysis and machine learning to
simplify and transform high-dimensional datasets into a lower-dimensional space while retaining as much meaningful
information as possible. It achieves this by identifying new axes, called principal components, that capture the maximum
variance in the data. These components are orthogonal to each other, meaning they are uncorrelated, allowing for efficient
representation.

PCA operates through a process of eigenvalue decomposition on the covariance matrix of the data. The eigenvalues
and associated eigenvectors determine the directions of highest variance in the data. By selecting a subset of the principal
components that explain the most variance, you can effectively reduce the dimensionality of the dataset. This is
particularly useful for visualization, noise reduction, and improving computational efficiency in subsequent analyses.

However, it's important to note that while PCA provides simplification, the interpretability of the transformed features
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may decrease, and careful consideration is needed to ensure that vital information isn't lost during dimensionality
reduction [102-104].
3.3.2.2 Neural Network Models

Unsupervised neural network models are a subset of ANN models that are designed for learning from unlabeled data
without explicit target outputs. These models are structured to identify and capture underlying patterns, relationships, and
representations in the data, aiding in data exploration and feature extraction. One significant category within unsupervised
neural networks is Auto-Encoders. Autoencoders consist of an encoder and a decoder network. The encoder maps the input
data into a lower-dimensional latent space, compressing the information, while the decoder reconstructs the original data
from this representation.

By training the network to minimize the reconstruction error, the encoder learns to extract essential features that
characterize the data, effectively performing unsupervised dimensionality reduction and feature learning. Unsupervised
neural network models have diverse applications, from data augmentation and anomaly detection to data visualization and
transfer learning. They play a crucial role in extracting meaningful information from unlabeled data and continue to drive
advancements in understanding complex datasets and improving downstream machine learning tasks. In this dissertation,
one common type of Auto-Encoders, namely Variational Auto-Encoder were used [94-106]. A description of this model
is provided as following:

3.3.2.2.1 Variational Auto-Encoder Models

Variational Autoencoders (VAES) are a class of generative unsupervised models and a type of neural network
architecture designed for unsupervised learning tasks, particularly for learning the latent representations of complex data
distributions. VAEs combine the principles of autoencoders and probabilistic modeling to capture the underlying structure
of data and generate new samples that resemble the original data distribution. In a VAE, the model consists of two main
parts: an encoder and a decoder, as shown in Figure 3.13. The encoder takes input data and maps it to a distribution in the
latent space, which is typically a multivariate Gaussian distribution. The key innovation of VAEs lies in introducing a
probabilistic interpretation to the encoding process. This means that rather than producing a single point in the latent space,
the encoder generates a probability distribution, capturing the uncertainty associated with the latent representation [102-
104].

During training, the VAE seeks to minimize the reconstruction loss, which encourages the decoder to generate outputs

that closely resemble the input data. Simultaneously, VAEs also minimize the Kullback-Leibler divergence between the
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learned latent distribution and a chosen prior distribution, often a standard Gaussian. This regularization term encourages
the latent space to be well-structured and continuous, facilitating smooth interpolation and controlled generation of new
data samples. The result is a model that learns a continuous and probabilistic mapping from the data space to the latent
space, enabling both data compression (via the encoder) and generation (via the decoder). VAEs have found applications
in various domains, including image generation, data augmentation, and disentangled representation learning. Their
probabilistic nature allows for principled uncertainty estimation, making VAEs a powerful tool in modern machine

learning research and applications [104].
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Figure 3.13 Architecture of Variational Auto-Encoder.

3.4 Reinforcement Learning

Suppose the system is modeled as Markov Decision Process (MDP), so the agent can communicate with the
environment based on the discrete time steps. This communication can be useful in designing decision-making-related
problems [104-108]. MDP is presented as a 5-tuple M = (S, A, T, R, 3), where S is a set of possible states, A is the set of
possible actions that the agent can perform on the environment, T is the transition function from a state to another state, R
shows the reward function, and 4 is the discount factor with possible values of 0 and 1. A policy ¢ can be defined as the
conditional probability distribution of choosing different actions based on the S. Distribution of the reward sequence can

be detected when the stationary policy has been selected.

So, the policy is evaluated by the action-value function. The action-value function is specified under the policy as the
sum of the discounted reward from S and follows the related policies. Thus, the optimal policy can maximize the expected

cumulative reward according to all the states. The given optimal action can be calculated using the following Equation:

Qx (s, @) = max Q¥(s, a) ®)

)
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More accurately, the agent can communicate with the environment to explore and investigate different transitions, and
the achieved reward function is performed based on the action taken. Through communication in the environment at t, the
agent can monitor the data about the state S, while it selects the action based on the policy. After that, it receives a reward
r from the environment according to the action and transfers to the next state. The agent improves itself by the gained

experiences based on cyclic agent-environment communication.

Such a learning process is based on the transition probabilities and reward functions to learn the MDP model and then
find an optimal approximating policy using planning in the MDP (known as model-based technique). Additionally,
learning the optimal value functions directly without learning the model and deriving the optimal policy is the second
result of the learning process, which is called a model-free technique. Q-learning is one of the widely used model-free
techniques which modifies the Q-values estimation according to the sample's experiences on every time step. In the next
section, we discuss in detail this technique [104]. In the following, we discuss deep Q-learning and the proposed technique
in detail.

3.4.1 Deep Q-Learning

Deep Q-Learning is a prominent technique in the field of reinforcement learning, designed to enable agents to learn
optimal policies for sequential decision-making tasks. It combines the Q-learning algorithm with deep neural networks,
enabling it to handle high-dimensional state spaces. A general architecture of DQN is presented in Figure 3.14. The
fundamental idea behind deep Q-learning is to approximate the Q-function, which represents the expected cumulative
future rewards of taking a specific action in a particular state. Q-learning is a classic reinforcement learning algorithm that
aims to learn the optimal action-value function, The Q-function provides an estimate of the expected cumulative reward
when taking action "a" in state "s" and following an optimal policy thereafter [108-110].

In this context, Deep Q-Network(DQN) extends Q-learning by using deep neural networks to approximate the Q-
function. A neural network is employed to approximate Q(s, a) for all possible actions in a given state. The network takes
the state as input and produces Q-values for each action as output. The Bellman equation is a key principle in reinforcement
learning, defining the relationship between the current Q-value, the immediate reward, and the maximum Q-value of the
next state. The Q-learning update rule involves minimizing the difference between the current Q-value estimate and the
updated estimate based on the Bellman equation. In addition, DQN employs experience replay to improve stability and

learning efficiency. It stores agent experiences (state, action, reward, next state) in a replay buffer and samples batches of
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experiences randomly during training. This reduces the correlation between consecutive experiences, leading to more
stable learning [110-116].

A target network is introduced to stabilize learning. It is a copy of the Q-network with delayed updates. During
training, the target network's parameters are updated less frequently, reducing the risk of divergence caused by rapidly
changing Q-value estimates. Moreover, the loss function used in DQN is typically the mean squared error (MSE) between
the predicted Q-values and the target Q-values, which are computed using the Bellman equation and the target network.
Stochastic gradient descent or similar optimization methods are used to update the Q-network's weights. Balancing
exploration (trying new actions) and exploitation (choosing the best-known actions) is crucial. Epsilon-greedy exploration,
where the agent chooses the optimal action most of the time and a random action with a small probability, is a common
strategy.

DQN has been highly influential but faces challenges like overestimation of Q-values and instability during training.
Various enhancements have been proposed, including Double Q-learning to mitigate overestimation and Dueling DQN to
separately estimate state value and action advantages. In the last few years, DQN and its variants have been successfully
applied to various domains, including playing video games, robotic control, recommendation systems, and more. As a
result, as a fusion of Q-learning and deep neural networks, has demonstrated its capacity to tackle complex decision-
making tasks by approximating optimal action-value functions. Its innovations, such as experience replay and target

networks, contribute to more stable and effective learning in high-dimensional state spaces.
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Figure 3.14 General Architecture of DQN.
3.4.2 Capsule Q-Network
Figure 3.15 shows the architecture of a Capsule Q-network, where the outputs are the Q-values, and the actions are
calculated for the current state. As one can observe, the features of the given data denote the state of the Capsule Q-network.

In this context, there are 21 features in the given dataset; the first 20 features are used as states, whereas the last feature
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(the label of the data) can be used for computing the award of the model. In addition, the agent is applied based on the
network structure; hence there should be at least one agent for the network. The agent can communicate with the

environment and uses rewards according to the rewards based on the current state and the chosen action.

The agent can train the model and estimate future reward values. In the training process of the proposed model, the
agent needs to explore the action space using a policy, namely epsilon-greedy exploration. This method helps the agent to
choose a random action with a probability of e or action based on the value function with the probability of 1-e.
Additionally, the states can describe the inputs by the environment to the agent for acting. In this architecture, the dataset
features are used as state parameters for the model; hence, 20 features are used as input for training and classifying the
model. An action also is the decision selected by the agent after processing the environment during the time. The agent

creates a list of actions based on the input of the neural network [102-104].
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Figure 3.15 Architecture of Capsule Q-Network.

Although the general DQN uses the DNN model as a function approximator, there are several shortcomings of DNN
in the architecture of DQL, including being computationally slow and working with infinite and discrete environments. To
address this issue, we used a Capsule Neural Network (CapsNet), instead of DNN as a function approximator. The CapsNet
agent can leverage a CapsNet as the function approximator to calculate Q-values based on the states and actions. The final

Q-values are mostly used to present if an attack happened successfully [103].

This process feeds the state vector to the current model while the agent compares the output of the current model based
on the Q-values and the Q-threshold values for classifying the attack classes. The feedback from the environment for an

action by an agent is known as a reward [86-88]. The output values of the model is a reward. The agent can consider a
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positive reward when the results of the classification model are compatible with the actual results based on the labels of
the given data. In contrast, a negative reward happens when the classification model is not compatible with the real results
based on the labels of the corresponding data. Furthermore, the reward value is highly dependent on the probability of the
prediction by the classifier. This value can be adjusted according to the Q-values to improve the classifier’s performance

[102-115]. The main steps of the proposed technique are summarized in Figure 3.16.
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Figure 3.16 Necessary Steps of the CapsNet Q-learning Model.

3.5 Online Learning

Online learning is a dynamic approach in machine learning where a model is continuously updated as new data
streams in. Instead of waiting to gather a complete dataset, the model learns from individual data points or small subsets
as they arrive. This process allows the model to adapt quickly to changing trends and patterns in the data. Online learning
is particularly useful for scenarios involving real-time data streams, like social media posts or sensor readings. While this
approach offers agility and responsiveness, it can also be sensitive to noisy or biased data due to its rapid updates. Online
learning's key advantage lies in its ability to handle streaming data in real-time. It's ideal for applications where data arrives
continuously, such as monitoring stock prices or analyzing user activity on a website. The model's adaptive nature means
it can quickly respond to shifts in the data distribution. Online learning is memory-efficient as it doesn't require storing the

entire dataset, and it allows for incremental updates, saving time and resources [108-110].
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In contrast, batch learning involves training a machine learning model on a fixed batch of data all at once. The model
is fed the entire dataset, and its parameters are adjusted based on the collective information from the batch. This traditional
approach is well-suited for situations where the data can be collected and processed before training. Batch learning tends
to yield stable and accurate models, especially when the dataset is preprocessed effectively. However, it can be
computationally intensive, requiring substantial resources to process large datasets. Batch learning shines in scenarios
where the entire dataset can be collected and processed as a whole. This approach tends to produce more reliable models
due to its comprehensive view of the data. It's commonly used in situations with structured data, where analysis can be
performed offline, like credit scoring or medical research. While it requires more computational power and may not adapt
as rapidly as online learning, it ensures a more controlled training environment [108].

In general, the choice between online and batch learning depends on the nature of the data and the problem at hand.
Online learning is favored when dealing with continuous data streams, enabling adaptability and prompt responses to
changes. Batch learning is suitable for scenarios with well-defined data batches, where a thorough analysis and model
training can be conducted offline. In some cases, a hybrid approach might be employed, combining both methods to
balance real-time adaptability and stable model training. Ultimately, the decision should align with the specific
requirements and constraints of the project [109].

3.5.1 Sequential Learning

In the batch learning setting, a whole dataset consists of two sections, namely training and testing sets. We consider
the length of training and testing sets as A and B respectively. A model P is applied to learn on training set Lyqin =
{(X;,Y;]i € {1...A}}, where X; € R™, n is n-dimensional feature vector, and Y; is a target variable. In the testing sets, the
model P predicts a label for every X; € L;,qin. In addition, the models’ parameters can be adjusted based on particular

loss function to improve the model P performance.

A data stream is defined as an infinite order sequence of samples (X;,Y;), shown as Dstreqm = {D1, D5, D3, ... ... }. In
online setting data is read only one time due to limited computing and storage issues. For this purpose, to train the model
P, we need to incrementally train the model to adapt the new data samples without forgetting the current information.
Therefore, in incoming data sequence, the true label Y; is discovered, and the loss function is defined. Each sample is
employed to train and test the model. Thus, model P can test unknown samples. Before moving forward with the next

incoming data streams, an online incremental learning algorithm creates a new model P according to the previous model
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and existing samples. In sequential learning, data has to be evaluated over time in a data stream, whereas data distribution

may change dynamically during time [110].

3.5.2 Online Sequential Capsule Network

The framework of the proposed online technique is shown in Figure 1. The proposed framework consists of several
phases, namely data pre-processing, model classification and prediction, and evaluation metrics. It is worth to mention that
the CPU and GPU that we used in this study are provided in Figure 1. In data pre-processing phase, we used raw data to
train, test, and validate the proposed model. For this purpose, we need initially identify the missing values, and normalize
the given data. Finally, we have to generate a sequence of data streams to make the data ready for online sequential training.
In general, in offline learning, the training of the models are performed at regular intervals and the results at periodic
intervals are accumulated. In the contrary, in online learning, the training process can be performed in an incremental
manner, continuously feeding data as it arrives to the model in groups. In model classification, we selected CapsNet as
core model and fed the data in sequential and online manner. To address such challenges, we needed to make some
modifications on CapsNet structure and solve the network issues regarding to catastrophic forgetting. Thus, we proposed
a routing algorithm, namely Sequential Euclidean Distance Routing Algorithm, and updated the model architecture based
on an algorithm, learning without forgetting, and regularization technique to train, test, and validate the given sequential
data over particular time stamp. Consequently, the model are evaluated in terms of accuracy, probability of detection,
probability of misdetection, probability of false alarm, processing time, training time per sample, testing time, and memory
size. We also provided a comparison of the proposed model, Online CapsNet using Sequential Euclidean Distance Routing

Algorithm with a simple online CapsNet using dynamic routing algorithm.
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Figure 3.17 Overview of the Proposed Online Detection Architecture.

The CapsNet models have currently indicated a great impact in the field of DL. For instance, each object type in
computational graphics has several instantiation parameters, which can be converted into different shapes using rendering
functions. The CapsNet performs as opposite of this operation; hence, if an input of a function is a signal (or an image),
the output generates the abstract representations. In this context, CapsNet can keep the specific feature parameters,
including rational and translational relationships of an object. A simple architecture of CapsNet is illustrated in Figure 3.18.
In CapsNet models, the groups in the lowest, in the between, and the highest are known as primary, convolutional, and
class capsule groups. As presented, a CapsNet for classification problems is defined with a parameter @ which is mapped
as d,,: (R*w) — RV, where an input with a size of X,, to a V-dimensional probability vector can be mapped.

To define, the routing mechanism, the input is converted to a capsule group, C = {4, U}. In such process, X,, is
converted to the width P,, of the lowest capsule group. Then, C has a set of activation groups, where A € R and a set of
instantiation parameter vectors, U € RPw*Pp where P, is the dimension of parameter vectors in the lowest level of
capsules. In addition, A can be calculated from U or any other neural layers. It is noticeable that the routing process can be
done between higher level capsules and the prediction vectors, known as U]\ll . Each of these prediction vectors represents
a path from the ith lower-level capsule to jth higher level capsule. Through the training process, for any particular entity,
every U and A elements are trained to show an existence probability and characteristics of the classes. In general, CapsNet

models can show the invariance of the existence probabilities along with the their equivariance of an entity type.
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Figure 3.18 Overview of Batch-based CapsNet.

In the original CapsNet model, Dynamic Routing Algorithm is mainly used as a routing approach for working in a
non-parametric expectation and maximization manner according to the available similarities between capsules. For this

purpose, the activation scalar «; is computed as follows:

a; = length ( 0]-) = / b, OJ-Zd (6)

Where U and O outline the lower and higher-level instantiation vectors, while i and j indicate the index of the vectors
in lower and the higher levels. For normalization of ; to a valid probability, a nonlinear function is used. The nonlinear

function refers to a squash function, which is defined as following:

2
0; = squash () = Il °j 7

ellsjl* sl
Where s; defines as an unnormalized instantiation parameter vector for the jth capsule in the higher level. The squash
function also can make the activations recognizable using values to around zero or one. Also, U, is measured as U, =
U;* W;;. Such vector can represent a path from ith capsule in lower level to jth capsule in higher level. In this way, a

transformation matrix, W;;,

is the only needed parameter for a routing approach. Algorithm 1 demonstrates the main
technique of dynamic routing algorithm with iteration number A and level index I. For CapsNet with L layers, | is ranged
between 0 to L where | of primary capsules is equal to 0. We also can mention that the primary capsules are computed via
several convolutional layers. Routing coefficients, r, are initiated to zero, whereas the r is updated to increase the chance

of arrangements between U]\“ and 0;.
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Pseudocode Algorithm 1: Dynamic Routing Algorithm

1. procedure ROUTING (wj;, 1, L)

2. for Capsulesiin layer L and Capsules j in layer (L+1) in t-th window:
B;;R0

3. forr iterations, do:

4. for all capsules i in layer L: C;R SoftMax (B;;), K;3 SoftMax (B;),
SoftMax calculates K;

5. forall capsules j in layer (L+1): 5,8 3; K;;.Wj;

6. for all capsules j in layer (L+1): §] 13 Squash (S;), Squash calculates S;

7. for all capsules i in layer (L) and for all capsules j in layer (L+1):
BijR Bjj + Wy . S,

8. end for

9. return

10. end procedure

In this dissertation, to address the online learning issues, we use a sequential routing framework for a sequence of data,
and modify the routing algorithm of CapsNet architecture. As we discussed, the original CapsNet uses Dynamic Routing
Algorithm as routing mechanism; however, in this study, we propose a Sequential Euclidean Distance Routing Algorithm
as routing mechanism. In general, to train our proposed model, the input sequences are initially transformed to three
dimensional sequences via convolutional and linear projection layers, whereas the encoded sequences are divided into the
time windows t and several routing iterations are conducted for each slice to classify the given label. Dividing each capsule
group may lead to use existing routing algorithm for fixed data. Additionally, the proposed model can train a limited
context in encoding process of every frame. Thus, the online capacities can be applied to the training process; however,
the loss function of Connectionist Temporal Classification (CTC) is employed. Figure 4 provides an overview of
Sequential Euclidean Distance Routing CapsNet and discusses more details in the following.

As can be seen in Figure 3.19, sequential routing mainly works on real valued feature sequence, x, with a length T and

a feature with dimensions F to a V dimensional probability vector sequence, namely $ with a length T. An input feature
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sequence X is converted into the primary capsule C, via capsulation layer. In capsulation layer, A has a width T, and height
Py, while U has a width T, height Py, and depth Pp. In this layer, the Maxout is used as activation function in convolutional
layers, moving to primary capsule. The detailed process of capsulation layer is provided in Figure 3.20. Then, primary
capsule has a width T, height Py, and depth P, respectively via capsulation layer. Therefore, C, has to be fed into the
lowest layer of capsule, encoding a convolutional capsule group C; with the width, height, and depth of T, My, and depth
My, respectively. In addition, all the convolutional capsule group are known as C, ;_; have the similar shapes. Also, a
class capsule group C;, has a width, height, and depth of T, V, V, respectively. In this context, an activation vector sequence
is a sequence of probability vectors which every element shows a probability of a corresponding label symbol. As a final

step, a loss function namely CTC is used to calculate the loss between y and a label sequence.
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Figure 3.19 Overview of CapsNet using Sequential Euclidean Distance Routing Algorithm.
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Figure 3.20 Schematic Overview of Capsulation Block.

As previously mentioned, in this study, the used routing algorithm is known as Sequential Euclidean Distance Routing
Algorithm, which uses Euclidean Distance as initial metric. In such an algorithm, the training steps can make the embedded

sample vectors close to their own category labels and far to other category labels. Suppose
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D={(X;,Y; ), ... (Xn,Yy) }is a group with N labeled samples and X; € RP, and ¥; € {1, ...... ,k}, where d; is
considered as samples labeled with k. Thus, this network maps the needed set to the M dimensional space via an embedding

function. Moreover, such algorithms can compute a vector C,, for every category. C, can be measured as following:

1

e Yxuype ap Jo(X) (8)

Ck =
After that, this algorithm uses a SoftMax function to normalize the function of distance from its output f, to C,using

following formulation.

exp(—d (fox).Cr)
K exp(—d (fB(X)'Ck’)

Py (Y=KIX) = 5 ©

Such network is updated by decreasing the negative probability of log based on the label k. In learning process, the
classes subsets can be chosen randomly from the training set, while samples subset within every class is selected as the
support set and the remaining can be chosen as a subset of query points. Algorithm 2 discusses the required process of

Sequential Euclidean Distance Routing Algorithm.

Pseudocode Algorithm 2: Proposed Sequential Euclidean Distance Routing Algorithm
1. procedure ROUTING (P*~%, W), 1, L)
2. for Capsules i in layer L and Capsules j in layer (L+1) in t-th window: B;;R 0
3. for Capsules j in layer (L+1): P/ « P{™"
4. for riterations do:
5. for Capsules i in layer L and Capsules j in layer (L+1) in t-th window:B;; « B;;
+wt.  pt-1
Jli st
6. for Capsules i in layer L in t-th window: K;f3 SoftMax (B;), SoftMax calculates K;
7. for Capsules j in layer (L+1) in t-th window: S;3 ¥’; Ki]-.sz]-‘li
8. for Capsules j in layer (L+1) in t-th window: §] 13 Squash (S;), Squash calculates S;
9. for Capsules j in layer (L+1): B;;8 By; - || wj; .S]-Hj
10. end for
11. return S,
12. end procedure

As a consequence, online models can learn and memorize the given data, which is defined as continual learning. In
continual learning, the previously obtained data can be neglected by the overlapping of the subsequent training tasks. Such
a process in continual learning tasks is known as catastrophic forgetting. In the last few years, several techniques have
been used to address the catastrophic forgetting issues in neural networks; however, there are several bottlenecks in dealing

such issue.
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For this purpose, we used two approaches, namely regularization and episodic memory. In regularization, the changes
of influential parameters have to be changed in the learning process of new tasks. There are various techniques to evaluate
the importance of parameters, such as Fisher information or the impacts of changes in loss function over a period of time.
Despite these solutions providing a practical solution for parameters and tasks, they do not guarantee the models’
generations [108]. In regularization approach, after using Fisher information, two important parameters of dropout and
weight decay were regularized; however, they did not solve the generalization regarding the catastrophic forgetting. Thus,
we used an episodic memory technique, namely learning without forgetting.

In general, in episodic memory, a small amount of the given data is stored from previously obtained tasks and combined
with the given data from the existing tasks [109-112]. In particular, when a new data is fed to the model, the model can
forget the previous tasks as it was trained for; resulting in catastrophic forgetting. To solve this issue, previous tasks can
be used as constraints for model optimizations during the learning process. Then, in learning without forgetting, new tasks
are used to train the network, while the original characteristics of network are stored in each iteration. Additionally, this
technique attempts to remember the previous tasks when the new tasks are used. Ideally, the new tasks could be learned
while sharing parameters from previous tasks, minimizing the chance of catastrophic forgetting.

To perform learning without forgetting, a CapsNet is given with a particular task parameter, 8, and a shared parameter,
6 , respectively. The main aim is to add particular task parameters, 6,, , for a new task using labels from the new tasks
without using any data from the existing tasks. Algorithm 3 describes the structure of learning without forgetting. Initially,
every new task is stored as y, from the original network for the old tasks, 85 and 6,, outputs. Then, a set of label
probabilities for each training sample is considered as a response. The nodes of every class are added to the output layer
as a fully connected layer to the lower layer with a random weight 8,,. The new parameter numbers are the node numbers
time to the new classes number in the previous shared layer. After that, the network has to be trained to reduce the loss
functions of all the tasks along with the regularized parameter R using Stochastic Gradient Descent (SGD). We fist freeze

the 65 and 6, respectively, then train jointly all the weights 85, 6,, and 8,, until it reaches convergence.

Pseudocode Algorithm 3: Learning Without Forgetting
Start with:
1. Shared parameters

2. Task parameters for every out of dated tasks
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3. Training data and ground truth on the new tasks

Initialize:

4. yo R CapsNet (X, Ts, Tp) , Compute the output of the old task from new data
5. T,BRANDINT(]|T,|), Randomly initialize new parameters Train:

6. Define ¥, : CapsNet (X, Ts, Ty) , old task output

7. Define ¥y : CapsNet (X, Ts, T,) , new task output

Ts*v To*v T; 3 argmin (/10 Told (yOv %) + /10 Tnew (an j’;) +R ( Ts; TO'Tn) )
Ts,To,Tn

8. end
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Chapter 4
RESULTS AND DISCUSSIONS

This chapter provides the results of the detection models discussed in the previous chapter to detect intrusion attacks
that target smart grid networks. For these attacks, different machine and deep learning algorithms were analyzed and
compared extensively. Also, a reinforcement learning model and an online learning-based algorithm proposed.

4.1 Performance Analysis Metrics

To evaluate and compare the performance of the proposed models, 2 types of metrics of metrics are used. These metrics
are related to the detection, and computational cost. The metrics related to the detection are accuracy (ACC), probability

of detection (PD), probability of misdetection (PMD), probability of false alarm (PFA). They are defined as follows:

ACC=—"1P*N 4 100 (10)
Tp+TN+Fp+FpN
T,
PD= —2 %100 11)
Tp+FN
PMD = —~_ 100 (12)
Tp+FN
PFA = —2 100 (13)
ptFN

Where TP denotes as true positive, TN presents as true negative, FP is the false positive, and FN is false negative. The

metrics related to computational cost are:

e Processing Time: It refers to the duration or time taken to train, test, and predict the results. In fact, it specifically
represents the time required to predict or analyze malicious signals compared to non-malicious signals.

e Training Time per Sample: It refers to the duration or time taken to train a model on a single sample of the dataset.
It represents the amount of time required to process and learn from the features and labels of an individual sample
during the training phase.

e Memory Usage: It is the amount of memory or storage space that is required by a model during its entire
process. It represents the amount of memory resources utilized to store and process the model's parameters,

intermediate computations, and other relevant data.
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4.2 Intrusion Attack Detection Analysis

In this section, the performance of machine learning algorithms in detecting intrusion attacks targeting smart grid
were investigated and analyzed in depth, as follows:
4.2.1 Results of Detecting Intrusion Attacks on Smart Grid

In this section, the results of detecting intrusion attacks are provided. A number of machine learning algorithms are
first compared. Then, a detailed analysis of the most efficient algorithms, namely supervised and unsupervised in detecting
these attacks are provided, along with investigation of several deep learning models. Also, a reinforcement learning model
and online learning-based technique are discussed. In the following, the results of different machine learning category are
provided.
4.2.1.1 Analysis of Optimized Parameters

In this study, a 5- fold cross-validation method is used to train 80% of the data and test 20% of the remaining given
dataset. Table 4.1 provides the best hyperparameters of each model based on the tuning technique used to guarantee the
optimal results of the selected models. Selecting the best parameters using tuning technique can prevent overfitting or high
variance of data.

Table 4.1 List of Parameters in Models.

Model Tuning Best Parameter Setting
Technique
Random Forest Grid Search Criterion = ’gini’, n_estimators = 5.
Naive Bayes Grid Search var_smoothing = 0.001.
K Nearest Neighbor Grid Search n_neighbors = 5, weights: "uniform’, leaf size =
20
Classification and Regression Grid Search Criterion = ‘gini’, max depth = 36, splitter =
Decision Tree ‘best’, max_features = ‘log2’
Logistic Regression Grid Search Max_iter = 100, penalty = "12".
Bagging Grid Search final estimator verbose= 1.
Boosting Grid Search max depth= 10, min impurity decrease = 10.
Stacking Grid Search n estimators = 42.
Support Vector Machine Tree-structured | C =4, penalty =12’
Parzen Estimator
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Adaptive Boosting

Tree-structured

Parzen Estimator

‘n_estimators': 200.0, Algorithm: ’"SAMME’

Gradient Boosting

Tree-structured

Parzen Estimator

'n_estimators': 187.0, loss: *deviance’,

learning_rate: 0.65

Categorical Boosting

Tree-structured

Parzen Estimator

n_estimators': 100, Learning_rate: 0.29

Light Gradient Boosting Grid Search Boosting_type = ‘gbdt’, max_depth = 10,
learning_rate = 0.1, n_estimators = 100
Alex Neural Network ADAM Epoch = 100, momentum = 0.9, Batch size =
128, learning_rate = 0.01.
Densely Connected Neural ADAM Learning rate= 0.01, Feature maps= 0.5, growth
Network-121 rate =12
Densely Connected Neural ADAM Learning rate= 0.01, Feature maps= 0.5, growth
Network-169 rate =12
Densely Connected Neural ADAM Learning rate= 0.01, Feature maps= 0.5, growth
Network-201 rate =24
Densely Connected Neural ADAM Learning rate= 0.01, Feature maps= 0.5, growth
Network-264 rate =40
Residual Neural Network-50 Stochastic Momentum = 0.9, Learning Rate = 0.0001

gradient descent

Principle Component Analysis Grid Search | max-depth = 10, Max-features = ‘sqrt’, splitter =
‘best’, Criterion = ‘entropy’
K-means Grid Search n-clusters = 2, algorithm = ‘auto’, random-state
=0.
Variational-Auto Encoder ADAM Loss = ‘mse’, Activation = ‘Relu’, Epoch = 100
Capsule Q-Network Manual Num_episode=100, Num_iteration = 100,

Hidden layers = 2, Initial Weight Values =
Normal, Epsilon = 0.95, Decoy Rate = 0.99,

Gamma = 0.01 and 0.9, Batch Size = 500.
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4.2.1.2 Results of Feature Selection in Detecting Intrusion Attacks

The results of Pearson's correlation coefficient are illustrated in Figure 4.1. As one can observe, several features (in
green) are highly correlated with a coefficient > 0.9; thus, these features are removed from our dataset. As a result, ten
features are considered highly correlated. Thus, 27 features (Fwd IAT Total, Packet Length Variance, Fwd Packets, Fwd
IAT Mean, Fwd IAT Std, Flow IAT Std, Flow IAT Max, Fwd IAT Min, Min Packet Length, Packet Length Mean, Bwd
Packet Length Mean, Bwd Packet Length Std, Flow IAT Mean, Flow IAT Min, Bwd IAT Mean, Bwd IAT Std, Total
Length of Fwd Packets, Flow Bytes, Flow Packets, Bwd Packets, Max Packets Length, Total Fwd Packets, Total Bwd

Packets, Fwd Packet Length Std, Bwd Packet Length Min, Bwd IAT Total, and Bwd IAT Min) remain as a selected feature.
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Figure 4.1 Pearson’s Correlation Coefficient Heatmap.

Figure 4.2 provides the feature importance score for intrusion attacks, according to the Extra Tree classifier. As shown
in this figure, Min Packet Length is the most important feature based on this technique; however, other features (Fwd
Packets, Flow Packets, Packet Length Mean, Flow Max Packet Length, Total Length of Fwd Packets, Total Fwd Packets,
Fwd IAT Total, Flow IAT Std, Fwd Packet Length Std, Flow IAT Max, Flow IAT Mean, Fwd IAT Std, Bwd Packet

Length Min, Packet Length Variance, Fwd IAT Mean, Total Backward Packets, Bwd Packet Length Mean, Bwd IAT Total,
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and Bwd Packets) are also considered important features. In this technique, features that have a feature importance score
less than 0.01 are removed. These features (Flow IAT Min, Bwd Packet Length Std, Bwd IAT Std, Bwd IAT Mean, Bwd
IAT Min, and Fwd IAT Min) are discarded from the final dataset. Therefore, 21 features can be considered as significant

features for detection process.
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Figure 4.2 Importance of the features based on the Extra Tree classifier.

4.2.1.3 Results of Ensemble Models in Detecting Intrusion Attacks

In this section, the results of detecting intrusion attacks using the different ensemble models are provided.
4.2.1.3.1 Results of Ensemble Learning Models in Detecting Reflection Intrusion Attacks

In this dissertation, a comparative analysis of traditional machine learning and ensemble learning models using
accuracy, detection rate, misdetection rate, and false alarm rate is provided. As one can observe, the results of reflection-
based attacks are highlighted in Table 4.2. According to this table, the stacking-based classifier provides the best
performance results in terms of accuracy, detection rate, misdetection rate, and false alarm rate, followed by the bagging,
boosting, KNN, Random Forest, and Naive Bayes. To be precise, Stacking-based, using Flow Bytes as the most important
feature, achieves the best results for reflection-based attacks. As shown in Table 4.2, the accuracy, detection rate,
misdetection rate, and false alarm rate of the stacking-based classifier are 96%, 4.1%, 8.9%, and 93.4%, respectively;
however, it is apparent that bagging-based classifier achieves better results in comparison with the boosting-based

ensemble technique.
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Table 4.2 Evaluation Results for Reflection-based Attacks.

Classifier Detection | Misdetection False Alarm Accuracy

Rate (%0) Rate (%0) Rate (%0) (%)

Stacking 96 4.1 8.9 934
Bagging 94.8 5.2 9.5 93
Boosting 94.04 5.9 9.3 92.2
Random Forest 92.2 6.7 8.2 90

Naive Bayes 90 7 27.1 834
KNN 934 6.5 9 91.2

For example, the detection rate, misdetection rate, false alarm rate, and accuracy in the bagging-based model are 94.8%,
5.2%, 9.5%, and 93%, which are considered better results compared to those of the boosting technique. Moreover, the
boosting technique has the worse results compared to other ensemble techniques. Moreover, it is apparent from the table
that traditional machine learning methods, random forest and KNN, provide better results compared to the Naive Bayes
technique for the reflection-based attacks. For instance, the detection rate, misdetection rate, false alarm rate, and accuracy
of KNN are 93.1%, 6.5%, 9%, and 91.9%, respectively, which are relatively good results. In addition, Table 4.2 shows
that Naive Bayes provides the worst detection rate, misdetection rate, false alarm rate, and accuracy. As seen in this table,
this classifier provides a detection rate of 90%, a misdetection rate of 7%, a false alarm rate of 27.1%, and an accuracy of
83.4%. Consequently, a comparison of traditional machine learning techniques with ensemble techniques for reflection

attacks shows that ensemble techniques overall perform better in terms of the four-evaluation metrics.

4.2.1.3.2 Results of Ensemble Learning Models in Detecting Exploitation Intrusion Attacks

In this section, a comparative performance analysis of models, convolutional machine learning and ensemble, in
detecting intrusion attacks in smart grids is provided. The convolutional models are support vector machine, naive Bayes,
and K nearest neighbor, and the boosting algorithms are AdaBoost, Gradient Boosting, and CatBoost. The hyperparameter
tuning technique we apply is Tree-structured Parzen Estimator (TPE) optimization is applied for convolutional and

boosting models to present optimal results.
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The simulation results of the selected classifiers in terms of detection rate, misdetection rate, false alarm rate, and
accuracy are illustrated in Table 4.3 for exploitation attacks. As shown in this table, the Stacking-based ensemble learning
technique provides the best performance results among all the other classifiers for exploitation attacks. As can be seen,
this technique obtains 96% detection rate, 1 % misdetection rate, 0.7 %, false alarm rate, and 97.3 % accuracy, respectively.
In addition, other ensemble techniques, namely boosting and bagging for exploitation attacks provide acceptable results
based on used evaluation metric. In fact, the boosting methods particularly perform better than the bagging techniques for
exploitation attacks. For example, the boosting-based method provides 95.9% detection rate, 0.9% misdetection rate, 1.2 %
false alarm rate, and 96.7% accuracy, while the bagging-based method achieves 95% detection rate, 1.2% misdetection
rate, 1 % false alarm rate, and 95 % accuracy. In exploitation attacks, the random forest method, compared to other
traditional machine learning techniques, generally performs much better. For example, It achieves 95% detection rate, 1.2%
misdetection rate 1.9 % false alarm rate, and 94 % accuracy. Naive Bayes classifier performs the worst in comparison to
the other classifiers, as shown in Table 4.3. To conclude, the comparison of traditional machine learning techniques with
ensemble techniques for exploitation attacks shows that ensemble techniques overall perform better.

Table 4.3 Evaluation Results for Exploitation-based Attacks.

Classifier Detection | Misdetection | False Alarm Accuracy (%0)
Rate (%0) Rate (%0) Rate (%0)

Stacking 96 1 0.7 97.3
Bagging 95.0 1.2 1 95
Boosting 95.9 1.0 0.9 96.7
Random Forest 94 1.9 1.2 94
Naive Bayes 87 13 27 77.1
KNN 94.4 2 14 94.6

4.2.1.3.3 Results of Improved Boosting Learning Models in Detecting reflection and exploitation and all Intrusion

Attacks

Figure 4.3 provides the accuracy values of the six selected models for the reflection and exploitation attacks. As can
be seen, the CatBoost classifier achieves an accuracy of 97.71% for all attacks, 97.8% for the reflection attacks, and 97.9%
for the exploitation attacks, which presents the highest accuracy in comparison with the other classifiers. The Gradient
boosting classifier also sustains acceptable results, followed by AdaBoost, KNN, SVM, and NB for all attack cases. It has
an accuracy of 94.61% for all attacks, 94.5% for the reflection attacks, and 94.63 % for the exploitation attacks. The NB
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classifier provides the lowest accuracy for all cases compared to other models, with an accuracy of 85.06% for all attacks,
84.33% for the reflection attacks, and 85.8% for the exploitation attacks. Therefore, the boosting models perform better in
terms of accuracy than the other convolutional machine learning models. Furthermore, among the boosting models, the
CatBoost classifier provides the best accuracy for detecting intrusion attacks. Among the convolutional machine learning
models, the KNN provides the best results in terms of accuracy. However, the accuracy is not enough for evaluating models

in detecting cyberattacks.
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Figure 4.3 Accuracy of the Selected Models.

Figure 4.4 provides detection rate of the six selected models. This figure shows that the CatBoost classifier has the
highest detection rate, followed by AdaBoost, Gradient Boosting, KNN, SVM, and NB for all scenarios, respectively. The
CatBoost classifier has a detection rate of 96.89% for all attacks, 96.7% for the reflection attacks and 97.1% for the
exploitation attacks. The other boosting classifiers, Gradient Boosting and AdaBoost, have also good probabilities of
detection for all cases. But, AdaBoost has a better detection rate than that of the Gradient Boosting for all scenarios. The
results also show that the boosting models have better results than those of the convolutional models in terms of detection
rate of for detecting intrusion attacks in smart grid as shown in Fig. 3. Hence, As discussed, the CatBoost classifier is the
best model in terms of detection rate, although the NB classifier is considered as one of the weak models for detecting
intrusions in the network. Among the convolutional models, KNN has the best results in terms of detection rate compared

to other convolutional models and Naive Bayes has the poorest results for reflection and exploitation attacks.
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Figure 4.4 Detection Rate of the Selected Models.

Misdetection rate is an important metric for evaluating models in detecting attacks. Figure 4.5 illustrates the results of
the misdetection probability of all models. As one can see, boosting models have better results, lower misdetection rate
than the convolutional machine learning models. Among all models, CatBoost classifier presents the lowest misdetection
rate of 5.06% for all attacks, 5.1% for reflection attacks, and 4.8% for exploitation attacks. The other boosting classifiers,
Gradient Boosting and AdaBoost, have slightly higher results in terms of misdetection rate for all scenarios. For example,
the Gradient Boosting model has a misdetection rate of 5.21% for all attacks, 5.4% for the reflection attacks, and 4.9% for
the exploitation attacks, which are relatively better results compared to those of the AdaBoost classifier. Among
convolutional machine learning models, KNN has the lowest probability of misdetection for all scenarios in terms of the
probability of misdetection, and the Naive Bayes classifier has the highest misdetection rate of 9.83% for all attacks, 9.9%

for the reflection attacks, and 8.9% for the exploitation attacks.
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Figure 4.5 Misdetection Rate of the Selected Models.

Figure 4.6 shows the false alarm rate of the six models. As one can observe, the boosting models give better results
than the convolutional models. Among all these models, CatBoost classifier has the best results in terms of the false alarm
rate in all scenarios. This classifier has a false alarm rate of 3.98% for all attacks, 4.1% for reflection attacks, and 2.7% for

exploitation attacks. The other boosting classifiers, Gradient Boosting and AdaBoost, also provide good results for the
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false alarm rate. Gradient Boosting performs better than AdaBoost for all cases. Among the convolutional models, SVM

performs better than the two other models from the same category. It has a probability of false alarm of 8.45% for all

attacks, 8.3% for reflection, and 7.6% for exploitation attacks. The worst results belong to the Naive Bayes classifier with

a false alarm rate of 11.47% for all attacks, 11.1% for reflection attacks, and 10.4% for exploitation attacks.
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Figure 4.6 False Alarm Rate of Selected Models.

In short, the key insights of these results are discussed as following:

Eight features of low importance were discarded from the dataset as a result of the RefiefF feature selection that
gives the most significant features in training a successful model.

Boosting classifiers provide higher-performance results in comparison with convolutional machine learning

Among boosting models, the CatBoost classifier provides the best results in terms of accuracy, detection rate,
false alarm rate, and misdetection rate.
Among the convolutional machine learning models, SVM provides the best results and Naive Bayes gives the

worst results in terms of the four metrics.

4.2.1.4 Results of Neural Models in Detecting Intrusion Attacks

In this section, the results of neural network-based models are presented.

4.2.1.4.1 Results of Residual Neural Network in Detecting Intrusion Attacks

In this dissertation, a deep learning approach, Residual Neural Network with 50 layers (ResNet-50) was proposed, to

detect and classify attacks targeting intrusion systems in smart grid. The evaluation is performed based on several metrics,

namely accuracy, detection rate, misdetection rate, and false alarm rate. The performance of the proposed model is

88



compared with those of several traditional and conventional ML models, namely Gaussian Naive Bayes, C-support vector

machine, logistic regression, K-nearest neighbor, and random forest.

Figure 4.7 shows the results of the six models for detecting all the attacks, Fuzzers, DoS, Exploits, and Genetic attacks
only in terms of the four metrics. As one can observe, the ResNet-50 model has the highest accuracy, followed by random
forest, K- nearest neighbor, C-support vector machine, logistic regression, and gaussian naive Bayes. ResNet-50 model
has an accuracy of 98.1%, while the worst accuracy belongs to the gaussian naive bayes classifier with an accuracy of
86.8%. The random forest classifier has an accuracy of 97.66%, while the K-nearest neighbor classifier shows an accuracy
of 97%, C-support vector machine achieves an accuracy of 95.5%, and logistic regression classifier provides an accuracy

of 89.3%.

The ResNet-50 model also has the highest detection rate of 99.12%, while the logistic regression classifier has the lowest
detection rate of 81.9%. The random forest, K-nearest neighbor, Gaussian naive Bayes, and C-support vector machine
classifiers have a detection rate of 99%, 98.24%, 94.43%, 96.3%, respectively, which are considered acceptable results. In
addition, ResNet-50 provides the lowest misdetection rate in comparison with the other models. This model has a
misdetection rate of 0.88%, while the worst misdetection rate belongs to logistic regression with 19.13%. Random forest,
C-support vector machine, and K-nearest neighbor, have a misdetection rate less than 2%, which is considered a very good

result. However, Gaussian naive Bayes has a high misdetection rateof 5.26%.

Regarding false alarm probability, ResNet-50 has the lowest false alarm rate with 1.03%. In contrast, gaussian naive
bayes has the highest false alarm rate of 14.5%, which is considered the worst. The other models provide acceptable false
alarm rate. For instance, the neighbor, logistic regression, and C-support vector machine random forest classifier have a

false alarm rate of 1.97%, which is slightly higher than logistic regression and K- nearest neighbor (1.88%).
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Figure 4.7 Evaluation results in terms of accuracy, detection rate, misdetection rate, and false alarm rate.

Figure 4.8 presents the results of the highlighted models for detecting attacks. As this figure shows, attacks are detected
by ResNet-50 with an accuracy of 98.62%, while logistic regression model has an accuracy of 90.15%. The other models,

random forest and K-nearest neighbor, provide acceptable results, which are slightly lower than the accuracy of ResNet-50.
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Figure 4.8 Results of attacks in terms of accuracy, detection rate, misdetection rate, and false alarm rate.

As shown in Figure 4.8, ResNet-50 detects attacks with the highest detection rate 98.21%, followed by random forest,
C-support vector machine, K-nearest neighbor, Gaussian naive bayes, and logistic regression. The lowest results belong to
the logistic regression mode with a detection rate of 89.1%. ResNet-50 detects attacks with a lowest misdetection rate of
1.09%. Random forest model can detect these attacks with a misdetection rate of 1.5%, which is slightly higher than that of

ResNet-50. In contrast, the logistic regression model has the highest and worst misdetection rate of 9.3%.
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4.2.1.4.2 Results of Densely Connected Neural Network in Detecting Intrusion Attacks

The DenseNet models’ results for the detection of attacks in terms of accuracy, detection rate, misdetection rate, and false
alarm rate are illustrated in Figure 4.9. It can be seen that the DenseNet-264 provides the best performance in comparison
with the other DenseNet models. The attacks are detected using the DenseNet-264 model with an accuracy of 98.55%, a
detection rate of 99.35%, a misdetection rate of 0.65%, and a false alarm rate of 0.9%. In contrast, the DenseNet-121 has
the lowest performance results compared to the other DenseNet models.
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Figure 4.9 Results of the Attacks for the DenseNet Models in terms of Highlighted Metrics.

With this model, attacks can be detected with an accuracy of 96.34%, a detection rate of 97.35%, a misdetection rate of

2.45%, and a false alarm rate of 2.7%.

Table 4.4 illustrates the performance of the models for detecting attacks in terms of the processing time, training time
per sample, prediction time, and memory size. As can be seen, DenseNet-264 detects attacks with the lowest prediction
time, training time per sample, and processing time. However, the memory size needed by this model is slightly larger
than those of DenseNet-121 and DenseNet-201. DenseNet-121 performs poorly in comparison with the other DenseNet

models in terms of these metrics, except for the memory size.
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Table 4.4 Models' performance for Attacks in Terms of the considered Metrics (Best performances are in bold).

Model Processing Time | Training Time Prediction Time Memory Size
(Sec) Per Sample (Sec) | (Sec) (MiB)
DenseNet-121 410 0.59 0.89 157
DenseNet-169 402 0.57 0.73 183
DenseNet-201 390 0.51 0.66 177
DenseNet-264 388 0.49 0.62 182

4.2.1.5 Results of Comparison between Supervised and Unsupervised ML and DL models in Detecting Intrusions
Figures 4.10 and 4.11 present the results of the learning models in terms of accuracy, detection rate, misdetection rate,
and false alarm rate. The AlexNet model yielded the best results in terms of the selected metrics among supervised models.
LightGBM yielded a slightly lower accuracy, detection rate and higher misdetection rate, and false alarm rate compared
to the AlexNet model. The other supervised models, CART and C-SVM, also had satisfactory results. The LR and GNB
models yielded the worst results among the supervised models. The VA-encoder model yielded the highest performance
compared to the other unsupervised models. In contrast, the unsupervised models exhibited significantly lower
performance in terms of the same metrics: the PCA model yielded considerably lower performance than the VA-Encoder.
The K-means model had the lowest accuracy and detection rate and the highest misdetection rate, and false alarm rate. The
AlexNet model yielded the best results compared to all supervised and unsupervised models in terms of the tested metrics,

followed by LightGBM, VA-Encoder, CART, C-SVM, PCA, GNB and LR, and K-means.
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Figure 4.10 Performance evaluation of the ML models in terms of accuracy, detection rate, misdetection rate, and false alarm rate for
Test Data.

Table 4.5 presents the model results in terms of the tested metrics. The AlexNet model has the lowest processing time,
prediction time, training time per sample, and memory size compared to the other supervised and unsupervised models,
while the Gaussian Naive Bayes model had the worst performance compared to the other models. The CART model yields
slightly higher processing time, prediction time, training time per sample, and memory size. The LightGBM model has
acceptable results among the supervised models, whereas the VA-encoder model yields the best performance among the

unsupervised models. K-means has the lowest performance compared to the other unsupervised models.

Table 4.5 The ML models' performance in Terms of Processing Time, Prediction Time, Training Time per Sample, and Memory Size
for Test Data(Best performances are in bold).

Model Processing Prediction Training Time per Sample Memory Size
Time (Sec) Time (Sec) (Sec) (MiB)

GNB 4.33 4.15 0.82 245
CART 12 11 0.2 132.
C-SVM 2.9 1.8 0.39 236
LR 1.6 1.2 0.51 223
AlexNet 1.01 1 0.01 102
LightGBM 14 1.3 0.09 112
PCA 1.9 0.91 0.89 164
K-means 1.9 14 0.81 180
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VA- 1.77 1.2 0.5 144

Encoder

As a consequence, the AlexNet model had the best results among the supervised models, whereas the VA-Encoder
yielded the best results among the unsupervised models in terms of accuracy, detection rate, misdetection rate, and false
alarm rate, processing time, prediction time, training time per sample, and memory size; therefore, the performance of
these two models was investigated and compared in terms of classifying and detecting different types of cyber-attacks

attacks on the smart grid.

Figure 4.11 represents the results of individual attacks for the two best selected models. AlexNet and VA-Encoder, in
terms of accuracy, detection rate, misdetection rate, and false alarm rate. AlexNet outperformed the VA-Encoder model
when detecting cyber-attacks. For example, the DNS attacks were detected with better performance using AlexNet
compared to VA-Encoder. AlexNet detected these attacks with an accuracy of 99.13%, a detection rate of 99.81%, a
misdetection rate of 0.19%, and a false alarm rate of 0.93%. VA-Encoder detected the same attacks with considerably
lower performance: an accuracy of 96.83%, a detection rate of 97.11%, a misdetection rate of 2.89%, and a false alarm
rate of 3.23%. The VA-encoder detected and classified UDP attacks with the highest performance. AlexNet detected
MSSQL attacks with the lowest performance; however, the VA-Encoder detected SSDP, NTP, and TFP with the lowest

performance. AlexNet and VA-Encoder classified and detected all cyber-attacks with satisfactory results.

Table 4.6 presents the results of AlexNet and VA-Encoder in terms of processing time, prediction time, training time
per sample, and memory size. AlexNet outperformed VA-Encoder for detecting cyber-attacks. For example, DNS attacks
could be detected and classified using AlexNet with significantly lower processing time, prediction time, training time per
sample, and memory size than VA-encoder. AlexNet detected the DNS attacks with a processing time of 1.1 seconds, a
Prediction time of 0.9 seconds, a training time per sample of 0.3 seconds, and a memory size of 149 MiB. AlexNet detected
NetBIOS attacks with the highest PRT, PT, TPS, and M compared to other attacks; however, VA-Encoder detected SSDP
attacks with the highest processing time, prediction time, training time per sample, and memory size compared to other
attacks. AlexNet could detect LDAP, DNS, SNMP, MSSQL, NetBIOS, NTP, SSDP, TFTP, UDP, UDP-Lag attacks, and

Benign traffic better than VA-Encoder. The key points of this study are:
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Figure 4.11 Performance evaluation of cyber-attacks based on best ML models in terms of processing time, prediction time, training
time per sample, and memory size.

Table 4.6 Peformance of the ML Models in Terms Of PRT, PT, TPS, and M for Test data.

Models Attacks PRT PT TPS M
(Sec) (Sec) (Sec) (MiB)
LDAP 14 1.2 0.7 125
DNS 11 0.9 0.3 149
SNMP 1.9 1.2 0.4 123
MSSQL 1.3 1.2 0.1 177
NetBIOS 1.9 14 0.9 191
AlexNet NTP 12 17 0.6 182
SSDP 11 1 0.5 173
TFTP 14 11 0.7 167
UDP 1.8 1.2 0.5 166
UDP-Lag 1.3 11 0.2 161
DNS 14 1.2 0.7 125
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Benign 1.8 14 0.4 180

LDAP 35 3.1 0.4 290

DNS 3.4 2.9 0.4 278

SNMP 3.2 2.3 0.9 276

MSSQL 2.9 2.3 0.3 254

NetBIOS 2.9 2.3 0.4 246

VA- NTP 2.9 13 0.6 277
Encoder SSDP 3.9 2.1 05 297
TFTP 3.1 2.9 0.3 289

UDP 3.8 3.1 0.7 290

UDP-Lag 2.9 2.7 0.2 214

Benign 31 29 0.2 212

o The AlexNet model yielded the best results of all supervised and unsupervised learning techniques in terms of
the highlighted metrics.

e GNB and LR models yielded the worst results of the supervised models.

e The VA-Encoder model yielded the highest-performance results of the unsupervised models.

e  The worst performance model among the unsupervised models was K-means.

e  Several models, such as CART, C-SVM, and PCA, yielded satisfactory results
4.2.1.6 Results of Reinforcement Learning-based Model in Detecting Intrusion Attacks

In this dissertation, the confusion matrices for the CapsNet Q-learning model based on two different discount factors
of 0.001 and 0.9 are visualized. The confusion matrix represents the evaluation of the proposed model on the test data. In
general, the row in this matrix presents the predicted class, and the column shows the true class. The confusion matrix on
the main diagonal proves the correctly predicted class, such as TP and TN, whereas the incorrectly classified is in the off-
diagonal cells, such as FP and FN. According to Figure 4.12, we can see that the true positive rate in the CapsNet Q-
learning with a discount factor of 0.001 equals to 200 for the attacks, while it decreases to 190 for the attacks in a discount

factor of 0.9. These results show that the CapsNet Q-learning agent performs much better with smaller discount values.
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Figure 4.12 Confusion Matrices of the Models with Respect to the discount factor.

Figure 4.13 presents the results of the proposed CapsNet Q-learning model in comparison with the DNN Q-learning
model in terms of accuracy, detection rate, misdetection rate, and false alarm rate. based on the two different values of
discount factors of 0.001 and 0.9. It is evident from this figure that the proposed CapsNet Q-learning model with a discount
factor of 0.001 provides the higher performance with an accuracy of 86.96%, a detection rate of 86.62%, a false alarm rate
of 14.49%, and a misdetection rate of 13.04%. However, the DNN Q-learning with the same discount factor has an
accuracy of 83.33%, a detection rate of 84.90%, a false alarm rate of 23.07%, and a misdetection rate of 15.10%,
respectively. Additionally, the CapsNet Q-learning model with a discount factor of 0.9 has lower performance with an
accuracy of 84.05%, a detection rate of 86.36%, a false alarm rate of 22.22%, and a misdetection rate of 13.64%. As a
result, the two Q-learning models have better results with a lower discount factor, compared to the models with a higher

discount factor. Moreover, as the discount factor is lower, better performance can be seen for detecting and classifying

attacks for IDS on the smart grid.
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Figure 4.13 Results of the Proposed Models in in terms of Accuracy, Detection Rate, Misdetection Rate, and False Alarm Rate. based
on the Discount Factors of 0.001 and 0.9.

Table 4.7 highlights the results of CapsNet Q-learning and DNN Q-learning models in terms of training time and PT
with respect to the discount factors of 0.001 and 0.9. As one can see, the CapsNet Q-learning with a discount factor of
0.001 has the lowest training time and prediction time with 300.53 seconds (about 5 minutes) and 0.54 seconds,
respectively. In contrast, the same model with a discount factor of 0.9 provides worse training time and prediction time. It
is worth mentioning that the DNN Q-learning model reaches significantly higher training time and prediction time
compared to the CapsNet Q-learning model for both values of discount factors. DNN Q-learning achieves a training time
of 540. 09 seconds, and prediction time of 1.03 seconds for a discount factor of 0.001, whereas the same model has training
time of 587.54 seconds (about 10 minutes) and prediction time of 1.54 seconds in a discount factor of 0.9. As a result of
this table, it is concluded that the lower discount factors provide lower training time and prediction time, while the lowest
results in terms of training time and prediction time belong to the CapsNet Q-learning model.

Table 4.7 Comparison of Different Timing Metrics with Respect to the Discount Factor of 0.001 and 0.9.

Discount Factor =0.001 Discount Factor = 0.9
Model Training Prediction Time Training Time Prediction
Time (Sec) (Sec) (Sec) Time (Sec)
CapsNet Q-learning 300.53 0.54 340.90 0.78
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DNN Q-learning 540.09 1.03 587.54 1.54

As a result, the proposed model uses Q-learning RL-based approach and Capsule Network to communicate with the
network environment, where the network traffic is captured and analyzed to detect and classify attacks for an IDS on the
smart grid. This proposed model can payload in a self-learning fashion using an agent with no human knowledge. The
proposed techniques are discussed in detail, including the agent, environment, Q-values, exploration, and rewards. To
improve the learning capacity of an RL-based model, a parameter, namely the discount factor used to analyze the results.
The experiment results depict the exponential progress and satisfactory performance of this proposed technique over DNN
Q- learning approach. Finally, through extensive experiments of the results, the highest performance can be achieved with
a discount factor of 0.001 in 100 episodes of learning.
4.2.1.7 Results of Online Deep Learning Model in Detecting Intrusion Attacks

In this dissertation, the performance of our proposed online model, Online Sequential Euclidean Distance Routing
CapsNet is assessed, and its results are compared with the Online Dynamic Routing CapsNet. It is worth mentioning that
regularization (Reg) and learning without forgetting (LF) were used to address catastrophic forgetting. For this reason, the
online models with respect to these techniques are discussed; hence, the evaluated models are defined as following:

o  Online Sequential Euclidean Distance Routing CapsNet with learning without forgetting and regularization
(OS-CapsNet-LF-Reg)

e Online Dynamic Routing CapsNet with learning without forgetting and regularization (OD-CapsNet-LF-
Reg)

e Online Sequential Euclidean Distance Routing CapsNet with no learning without forgetting and
regularization (OS-CapsNet-ReQ)

e Online Dynamic Routing CapsNet with no learning without forgetting and regularization (OD-CapsNet-
Reg)

e Online Sequential Euclidean Distance Routing CapsNet with learning without forgetting and no
regularization (OS-CapsNet-LF)

¢  Online Dynamic Routing CapsNet with learning without forgetting and no regularization (OD-CapsNet-LF)

e Online Sequential Euclidean Distance Routing CapsNet with no learning without forgetting and no

regularization (OS-CapsNet)
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e Online Dynamic Routing CapsNet with no learning without forgetting and no regularization (OD-CapsNet)

In addition, several evaluation metrics are used, namely accuracy, detection rate, misdetection rate, false alarm rate,
processing time, training time per sample, prediction time, and memory size. For validation of our proposed technique,
confusion matrices with respect of routing algorithms, learning without forgetting algorithm and regularization techniques
are provided.

Figures 4.14, 4.15, and 4.16, and Table 4.8 illustrate the results of the proposed models in terms of metrics mentioned.
As shown in Figure 4.14, the OS-CapsNet-LF-Reg model provides the best results in terms of accuracy, detection rate,
misdetection rate, false alarm rate, for detecting and classifying intrusion attacks. It is also worth to mention that this model
has an accuracy of 98.63%, a detection rate of 99.56%, a misdetection rate of 0.43%, and a false alarm rate of 4.68%
respectively. In contrast, the OS-CapsNet-LF-Reg model has a lower accuracy of 97.61%, a detection rate of 98.38%, a
misdetection rate of 1.62%, and false alarm rate of 11.53%. In addition, it can be seen that the learning without forgetting
algorithm and regularization techniques have strong impacts on the performance of the CapsNet. For instance, the OS-
CapsNet and OD-CapsNet models, models without learning without forgetting algorithms and regularization techniques,
provide the lowest performance in comparison with other models.

Moreover, the figure indicates that learning without forgetting algorithm affects the online CapsNet model stronger
than the regularization technique, as OS-CapsNet-LF and OD-CapsNet-LF have better results, compared to the OS-
CapsNet-Reg and OD-CapsNet-Reg models. Furthermore, the results prove that the OS-CapsNet models with or without
learning without forgetting algorithms and regularization techniques have more acceptable results than the OD-CapsNet
models. The true positive, true negative, false positive, and false negative of these models are shown in Figure 4.15 A to

F as confusion matrices to prove the efficiency of these models.
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Figure 4.14 Results of Highlighted models in terms of accuracy and detection rate, misdetection rate, and false alarm rate.
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Figure 4.15 Confusion Matrices of 2-Class CapsNet Models.

Table 4.8 also indicates the test results of these models in terms of Training Time Per sample, Prediction Time, and
Memory Size. It can be seen that the OS-CapsNet-LF-Reg model provides the best performance in terms of these metrics
for detecting attacks. In fact, intrusion attacks using Online Sequential Euclidean Distance Routing CapsNet model with
learning without forgetting and regularization techniques can be detected and classified with a training per sample of 1.01
seconds, a prediction time of 1.88 seconds, and a memory size of 339 mebibyte. In the contrary, these attacks using Online
Dynamic Routing CapsNet with learning without forgetting and regularization techniques can be detected and classified

with an exponential increase in training time per sample, prediction time, and memory size.
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Additionally, these attacks using the same model has acceptable results with a training time per sample of 1.39 seconds,
a prediction time of 2.05 seconds, and a memory size of 567 mebibyte. It can be seen that models using Learning without
forgetting technique, namely OS-CapsNet-LF and OD-CapsNet-LF outperform the models that only used regularization
technique, namely OS-CapsNet-Reg and OD-CapsNet-Reg. It is also worth mentioning that Online Sequential Euclidean
Distance Routing CapsNet provides better results in comparison of Online Dynamic Routing CapsNet for all the cases.
Therefore, we can highlight that the attacks using Online Sequential Euclidean Distance Routing CapsNet and learning
without forgetting algorithm along with the regularization technique indicate better performance in terms of this metrics

in comparison with these attacks in other cases.

Table 4.8 Test Results of the Highlighted Models in terms of Training Time Per sample, Prediction Time, and Memory Size.

Models Training Time Prediction Time Memory Size
Per Sample (Sec) (Sec) (MiB)

OS-CapsNet-LF-Reg 1.01 1.88 339
OD-CapsNet-LF-Reg 1.39 2.05 567
OS-CapsNet-Reg 2.6 3.8 367
OD-CapsNet-Reg 2.7 3.9 601
OS-CapsNet-LF 1.67 2.7 376
OD-CapsNet-LF 1.75 2.9 587
OS-CapsNet 6.98 8.2 387
OD-CapsNet 7.8 8.99 589

Figure 4.16 illustrates the results of the used models in terms of accuracy and Kappa with respect to the sample size.
The results demonstrate that the OS-CapsNet-LF-Reg model has an accuracy of above 97% for different sample sizes;
however, the OD-CapsNet-LF-Reg model provides slightly lower accuracy for different sample sizes. In addition, It can
be seen that the performance of the OS-CapsNet-LF-Reg model is at a high level for different sample sizes. More
specifically, the performance of this model remains extremely high during the simulations. However, the performance of
the OD-CapsNet-LF-Reg model provides satisfactory results. In this context, this model accuracy and Kappa score is
slightly lower than the OS-CapsNet-LF-Reg model through the simulations. It is observable that other models with learning

without forgetting algorithms have higher accuracy and Kappa score in comparison with the models without learning
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without forgetting algorithms or with regularization algorithms. As a result, the OS-CapsNet-LF-Reg model is not the only
model with the best performance but also the one that has a nearly perfect performance in all evaluation metrics for

detecting and classifying intrusion attacks on smart grid.
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Figure 4.16 Results of Highlighted Models in terms of Accuracy and Kappa with respect to the Sample Sizes.

To conclude, the Online Sequential Euclidean Distance Routing CapsNet model outperforms the other developed
online original CapsNet, Online Dynamic Routing CapsNet, to detect and classify attacks on smart grid. Our results also

demonstrate the efficiency of our proposed model in terms of the metrics mentioned.

As previously outlined, the Online Sequential Euclidean Distance Routing CapsNet model provides significantly better
results in detecting attacks in our network. In contrast, a limited number of current studies in the field of online deep
learning make it difficult to compare our model with other existing studies. In fact, the majority of these studies used
different evaluation metrics solvedolve different challenges in online learning; however, in this study, we aim at improving
the efficiency of our model with focusing in dealing with catastrophic forgetting. We also modified the structure of routing
algorithm in original CapsNet to verify the high performance of our proposed model. As discussed, the Online Dynamic
Routing CapsNet provides a competitive performance compared to other existing routing mechanisms in CapsNet. To this

end, we also attempt to answer the following academic questions:

1. How do we develop an online deep learning detection method to detect attack scenarios instead of batch-based

scenarios?

2. How can we deal with catastrophic forgetting issues in CapsNet models
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3. How changing the routing algorithm in capsule network can impact the performance of online models? We believe
to the best of our knowledge that the Online Sequential Euclidean Distance Routing CapsNet model can represent new

improvement in field of detecting and classifying attacks on smart grid.
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Chapter 5
CONCLUSION

Smart grid offers a promising alternative to the traditional power grid by intelligently managing electricity distribution
through two-way communication with consumers. This modern grid comes with several advantages, including improved
reliability, affordability, the ability to integrate green energy sources, and efficient use of renewable power. However, it
still faces several challenges, primarily related to security. Smart grid networks are susceptible to various cyber threats,

such as intrusion attacks, which have targeted about 50% of U.S. power systems in recent years.

Intrusion attacks in the context of a smart grid pertain to deliberate and unauthorized attempts to compromise the
security and functionality of the intelligent electricity distribution network. These attacks pose significant threats,
potentially leading to disruptions in power supply, unauthorized access to critical infrastructure, or the compromise of
sensitive data within the grid. Intruders may employ techniques where they overwhelm communication channels or
components of the smart grid, thereby disrupting its normal operations. Additionally, malicious actors may seek
unauthorized access to the grid's control systems, exploiting vulnerabilities to manipulate or interfere with power
distribution. As the smart grid relies on complex computer systems and communication networks, safeguarding against

intrusion attacks is paramount to ensuring the reliability and security of the modern electrical infrastructure.

Therefore, the goal of this dissertation is to investigate the efficiency of data-driven techniques in detecting
cyberattacks on Smart Grid. To develop and meet the objectives of this dissertation, in Chapter 2, Objective 1, smart grid
and cyber-attacks on smart grid, are explored and reviewed. In addition, a brief discussion of smart grid architecture, its
characteristics, features, applications are provided. Moreover, the state-of-the-art detection solutions are investigated and

discussed. It is also shown that limited security in smart grid is a primary concern to provide a secure network.

In Chapter 3, the methodologies of attack detection scenarios are explained. The training dataset, its features,
mathematical models of machine learning, deep learning, reinforcement learning, and online learning are discussed. In
general, Chapter 3 summarizes the required materials and methodology used for Objective 2, 3, and 4. In Chapter 4 of this
dissertation, the proposed supervised, unsupervised, and reinforcement models along with online-based models are
extensively tested and their efficiency are evaluated in terms of accuracy, probability of detection, probability of

misdetection, probability of false alarm, processing time, prediction time, training time per sample, memory size, and
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confusion matrix. It is also worth mentioning that the models’ parameters are optimized, using Grid Search, ADAM
optimizer, Stochastic Gradient Descent, Tree-structured Parzen Estimator.

Among the supervised machine learning models, ensemble learning provides the higher performance for detecting and
classifying intrusions on smart grid. The results show that categorical boosting ensemble obtain an accuracy of over 97%,
using Tree-Structured Parzen Estimator optimization technique. In contrast, the naive Bayes model has the lowest

performance for detecting and classifying intrusions with accuracy of around 85%.

Among deep learning models, the densely connected neural network with 264 layers have the highest performance
with an accuracy of over 98%. It is worth mentioning that other neural networks, such as Alex Neural Network also provide
high performance results for detecting these attacks. For instance, Alex Neural Network can detect DNS attacks with an
accuracy of 99.13%, a probability of detection of 99.81%, a misdetection of 0.19%, a false alarm of 0.93%, a processing
time of 1.1 seconds, a prediction time of 0.9 seconds, a training time per sample of 0.3 seconds, and a memory usage of

149 Mebibytes.

Among unsupervised models, the variational auto-encoder has the highest performance results for detecting these
attacks with an accuracy around 96%. In contrast, the k-means model has the lowest performance among unsupervised
models with an accuracy of around 82%. Also, the results of unsupervised models for investigating every attack
performance is discussed. The results indicated the unsupervised models provide lower performance, compared to
supervised models. For example, the DNS attack can be detected using variational auto-encoder with an accuracy around

95%.

In reinforcement learning, the proposed capsule deep Q-Network with lower discount factor provides higher
performance, compared to traditional deep Q-learning model in literature. Also, the results show that as the discount factor
decreases, the performance of the proposed model increases. According to the results, the proposed capsule deep Q-
Network with the discount factor of 0.001 detects intrusions with an accuracy of over 86%. In the contrary, this technique

can provide an accuracy of over 83% with the discount factor of 0.9.

In online learning, the sequential online capsule network, the Euclidean Distance Routing algorithm with catastrophic

forgetting and regularization methods outperform other models in literature with an accuracy of over 98%. According to
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the results, the proposed model is not the only model with the best performance but also the one that has a nearly stable

performance for all evaluation metrics for detecting and classifying intrusion attacks on smart grid.

In conclusion, the proposed Artificial Intelligence-based attack detection methods were shown to be suitable candidates
for use in smart grid networks as they can effectively detect intrusion attacks in near real-time with minimal to no
modifications to the smart grid infrastructure. These methods can provide a high detection rate and a low false alarm rate
compared to the existing methods. However, there are still several unsolved problems related to the smart grid security

that must be filled with appropriate methods. In the following, some potential future works are described.

One future research direction is to investigate and develop countermeasure techniques after intrusion attacks were
detected. In this regard, a potential research direction is to investigate the efficiency of blockchain [reference] in enhancing
the smart grid security. More importantly and as discussed previously, although the existing solutions provide some level
of security, there is still no single method to fully secure the smart grid networks. Thus, another potential future work is to
develop multi-layer security frameworks composed of several methods to detect and mitigate different attacks targeting

the smart grid infrastructure.

Moreover, Artificial Intelligence security solutions, namely deep learning models are susceptible to adversarial attacks,
a concerning vulnerability that highlights the fragility of their decision boundaries. Adversarial attacks involve making
small, carefully crafted perturbations to input data, often imperceptible to humans, which can lead to misclassification or
erroneous outputs from the models. Adversarial attacks not only challenge the reliability of deep learning systems in critical
applications such as smart grids, but also underscore the need for developing advanced defense mechanisms and more
resilient models that can withstand these intentional manipulations. Therefore, developing robust models that can withstand

such attacks and maintaining model security and data is of high importance.
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